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DESIGNETD ROUTER , BACKUP ^9 BDR 
JLlIac ^ ^9 DESIGNETD ROUTERS 

Jg5u f(JJ ii ^1 ^9.1* ^ic DR AND BDR 
PRORITY-lf^lIuj JUL. ^ o*iju>JI 9A ^lUl 
^jiJL ^liii^l iuLa£ /u^j SWITCH_lf 

: JUI 

ROUTERS ID HIGHEST -1 
HIGHEST LOOB BACK INTERFACE -2 
HIGHEST REAL INTERFACE -3 

t t t ♦♦ 

^jic^l 0-c iii^j-i (^ic^l A^Ji jqJ LqI 2 jOjqj 

♦♦ ♦♦ 

. 3 

n.qpp ^^....-.ii . PRIORITY 

R#(CONF)#INTERFACE SERIAL 1/ 1 
R#(CONF)# IP OSPF PRORITY 0 



START: QSPl- nflflds fa deugnatf! a rajtcr 
as tun DR. it sSKti a ioirt* n randcm arc' 



© 
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eiqble to frKomt 


ca^'Lha a DR. 
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tha DR. 



Sstectthe HUfUna 
n^e ii the on 

refWattefird 1 
BDP, rWWirjflt yen 
have a DR. 





I hi Tauter narri* 



© 
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Designate this rculw 




as** BDR Hi has 




the hiph.Kl priority 






jUsu^l J£ J9^u BDR 9 DRJI jUiiil ,oii 0' 
ROUTERSJI Lol UV10 LSA TYPE 2 JLnjl ,olj9 
. LSA TYPE 1 0 o,,.".La Jujjlfl ajjLsJI 



ojLx Ijl CISCO ^ DEVICEJl" JjL*iu 
IAa ^ Qc^ii SWITCHES OR ROUTERS ^ 

~. SWITCHES OR ROUTERS ^Jl 

ROUTERS ELECTION'S 

n.qPF ii.-..>, ^r.... 

AREAJI ^ oj9^9aJI ROUTERSJI ^ 
^ 0' 0^19]! AREAJI ^ (jZaj <ul ^Jju La^ 9 
((ROUTERS RECOMMENDED 50 ^9* 

l-jI VM^jlg J nrimll cLlLqx ^IjA^j (j\ ^JLUL Jj^Ia 

l-i^l^ routerji 0^! 4 ^^Ji i^j^ 0^ ^ 

I ♦ ' * 

9I .Mnill ^Luajg , «..«<t^..i (jjJI 9^ ^Jx^/l cUL2ii)^l 




^ PRIORITY_ll iiuljLo <ul ,091^1 ^9 

U Jl(,oS>JI ^Sl L^g) J£ LaI^ SWITCH_II ^ 
9J R1 (jl LLu^jjxI IjI MIaa ♦ din; II (Jjq (JJail ^jL^ 

PRIORITY 7 9 j R2 Lol PRIORITY 5 
DR AND jLii^ ^lilj^l ^jli i ^ R2 
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PRORITY 
MAC ADDRESS 

9* J22I SWITCH-II ^ LLa iLu Lj£j U^ 9 
PRORITY_ll iligUj Lai 0U>JI ^Ul 
iULac^ MACJI ^JIUL SWITCH-JIJU 

♦♦ 

. ROOTBRIDGEJL. 



•J ♦♦ ♦♦ ♦ ♦♦♦♦ * 

BPDU ^yu*jj La J-jjIii ROOTBRIDGE Jl 
TCN BRIDGE PROTOCOL DATE UNITE 
TOPOLOGY CONTROL NOTIFICATION 
TOPOLOGY_ll ^ jjulsj aJLi ^ J«j>j ■*» ^ ; 

^ ROOTBRIDGE— II jjulSj ^LuiT<)ui ^yJLi Luag 

C&<£.<£yA\ Jja aja&JI ^^ada STP-II aaj ^9 
Lo£ Mxo l-*^" ■<■■■ (jja (J"*^l oj9^j J-o£j <_iJI 



,Jj L-iic^/l (jx Lift "n (j^j jLiii^l diilcif 

Jl gjuo^ ^ iugLjlo PRORITYJI 09^J *li«2fl 
♦ ^«Ai u ».".IjU^ii^~.};.«ii.\i 3 ROUTERS 

INTERNAL ^ ^Ul ROUTERSJI "guL. 
9^ Lai DR_U LSA tYPE 1 J^jj ROUTER 
LslLj^j 9^fl joiftj La^9 LSA TYPE 2 J^jao 
INTERNAI II Lal ADDRESS 224.0.0.6 JL 

♦ 

224.0.0. ROUTER 
SWITCH ELECTION 

._jLxu2I iULax ^j^Ii SWITCH-II JUL. ^ Lai 
ojjoluua njys\ i ^jljLuJI (jljgj 3il«r l^j^ojJ L jaliu 

<«fl ^Ul 9 BANDWIDTH ^JtiLaLJ Laa 

<jlAiLo 4JL1JL9 3<i.*iII \i ( Joj (J I 1JJ9J 
STP_jf 9A LOOP-JI fdA gLaj ^Ul iLagiuJI 

SWITCHJI gua^ J**j>j OL? JEEE802.1D 
BPDU) BRIDGE PROTOCOL)-; (yi^La 
£±^9!] j^jj ajLujj <j£. SjLc ^9 DATE UNITE 
J* J^jj ^9 SWITCH-II ^ lHiLq91sloJI ^^jlj 
".^91^10^^^ SECOND 2 



COMMON SPANNING TREE(S 




c 



RAP I D S PAN Nl N G -TREEi'S 0 2. 1 WJ 



PER-VLAN SPANNING TREE [CISCO 
PROPREITARY} 



ONE ROOT BRIDGE FOR ALL. VLAN 



FORWARDING DELAY IS REDUCED TO 
2X3[HELLO-INTERVALS)=6 SECONDS 



SS CPU UTILIZATION 



FOR 



WARDING DELAY OF 15 TO 30 SECONDS 



DISCARDING STATE INSTEAD OF BLOCKING & 
LISTENING 



ELOCKING.LISTENING. LEARNING, 
FORWARDING STATES 



L 



ALTERNATE & BACKUP, PORT ROLES 




PORT ROLES: ROOT. DESIGNATED, BLOCKED 



[1 



PORT RCLESS STATES. SAME AS CST 



MULTIPLE SPANNING-TREE(S02.1S) 



GROUP OF VLAN S UNDER ONE INSTANCE 



15 INSTANCES CAN BE CREATED WITH EACH 
INSTANCE HAVING UPTO 8 VLANS 



jb^aijjjaj SWITCH (jr. ojLr 9A9 ROOTBRIDGE $a><u\ SWITCH iZisuy^W (5JL1 ^ 

. J^l PRORITY 9 j switch Xji.^ 0 * 0 .^r.^ii ^ . -.i-.i.'jii 

1 

JlinTnilg JLujjI ^ jaj lIILLl (j^j (jig oj q7hici ojQim ^LLuJI (jLjjjj p^lAV?! iliLL^Ij^l SHflr joIj 



OJJ j^c\W uTJJ o-^qoM 
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(3G NAC) Network Admission Control 




J! 



."■I a^lq Q ll ^uLg^^ 



nawras@alwajbaiss.com 



PMIIfll! 



protocol, Application 
Operating ^1 ^i^gl 
^jpa system 

jtfl j^uvi CVE 
jl o.u?...". ^ui ^nui 



MrtU^l | l c d£t£a cLlLox f i^ie"...~ 

ojdi^l (jjQ UIaIjI (jL^jQ ^ij ti^lglj ilh\jsu}\ oAA 

Servers, Wireless,JI ^Jl dju^ldl j "j^J 01 
J£ ^9 , access prints, Application 

♦♦ 

(jjQ tlilJjQ J-j ililjjliC i5q7\i Jqq^q II lIIjLl^ (J9^J 
LEjlE^ lAjAifcj J<A?I Jo"..*~ jl jIa* ^Ul illl)*!]! 

♦Llj Ja5lj ^ui ^^ul a^iiJi ai^ui 

Antivirus Jl ^lc j3j;/ <M J<*«; ^a!5li 

Desktops (Jjq jiin.iViniflll oj^l JLiLooJ 

Liilj a£ aja^ ^1 jjq , Laptops, Mobile phones 

' n J ! c5' 9' 0^21^^ I oaa .ol.i Vinil ^9^jj « 1 

♦♦ * 

infected websites , JMi^ jjq LhI£iaj a£ ai±il 
90 V- ^1 70V- 0[i -fcJUCD's 9 I USB's 

liulillj jl qj>u?...~, 2 'Antiviruses Jl qaa jjo 
imn .MalwareJI 9I atinll ^L^JI Jl^MJ 

i^lc ALalc^fl otU7..t*t ^ iMI.Mn ♦oLjaI jjujo 9A Lq 

.(jjjQ^Viniflll 5)^1 djLa^J jqLj J<*«; Antivirus 



RAP averages quadrant Feb - Aug 2012 
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BFI _ 

NonTian -<-~^ M . 
eEye - 



Central Command 
ViiusBuster 

Dcfcnx 



Proven ton 

Clearaight — . 

Digital Defender 



Ago i turn 



Microsoft Forefront -- 
Microsofl Seen riiy Essentials "" 

Optenet ' K7 ' 
V 



* Avael 



AVfra Pro 
Avira Frco 



AVG 



ESTsofl 
Roboscan 

Forlinel 



Avertve 



Qihoo 

y McAfee Sophos j Kaepet^ky Coneumei 
PC Tools 



Ahniat) 



PC Booster ' ^ , 
Trnppiif; f / 



SPAMfigliLei 



Commtouch 



Un Threat 



/ \ Quick Hoal \ 

Frtsk 

/ loio 



Tntal DfiffinRp Ru^mpsft 



Virus Bulletin Ltdwww.virusbtn.com 



3G NAC)) s< : -**» ^> 4±iJlUl Jjl^JI 

Network Admission Control 

J<nl 19 L-LCJJ joJLsJI ililnlnlQ^llg iljL^jAJI gJUCL^ 

oAi^9 .L^jld JLox^fl djjljfl7nil jAiLj Ao jhRo (jl 

^^^u aiiAJi oA^ >jii (y> ^jiajl ^jb ^HaJI 

^jlJoj A09 L^SjAiij 9I L^jI \V\9Qi \ l_jxMIj9 LljIj£LljI 




0% 



20% 40% 60% 80% 1 00% 

Pr03CtivC detection Entries in red only tested once during period covered by chart 



(jjQ djL^jLDI AgA^JI i^lc 3jl^9Jqi<7II iljljj)5LLII 
(jjQ Lq Lc^j J9^j J9-L^9 cLoiajl g^^J 3<t All 

ISP's, Deep packet ^Ua 
inspection, zero day attack protection, 
^^qIqXvii ^IaI^IaJI jjq ^JL.. Firewalls 

oAiL I a^j JjclsJJ cL^JjqJI cLiLJI ^c.iTnng 

♦♦ 

aa^j ^111 cULloaJI lIjIaIac^I jjq drgn^fl i J9I2JI 

IJjucl^ — cLuLoglsLoJI li"lfljUinQ I i7<i.7i 
Aa^lUI ,>j 80 A 9 (JULaaJI jl^ JJii) 

USCERT, ■ (jJlULg .SANS.org 
tjia .hp^] jZ\ j^su 9 METRI9 SANS, FBI 
ojjIiLlo 'J'' cLlIo^/I iiiLE9^pJI (jjo 95 /• (jjo jl^l 
CVE)) (^niin^Ulg AJlSLidl Jis^JI J^lsl^^ 

Jlii .Common vulnerability and Exposure 

9I System (jL o^aj ^1 jl ^ul.« « 

♦♦ ♦♦ ^* 
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cUjAnJI dLL^LLQQ A*t.\<\\\ "iK./SlI k ale ( 



♦ ♦♦ 



cUlII^jq Jjqx ^ ^^ Sl ^ LLlLc (^^jiij J Lax I jghTn 

JLar^l Jjun^ij JIhaj JiLnJI j9kUI Iaa ^bJJ 

(jjQ £J^aj ^ pjj^ SJqq^q II ojiLn^/l rn i in) ,d i ilnn llg 
jo^ic (j-^J (jgJgQnifl II j i Vfnifl II JLoclg LLILaxI 

BYOD) Bring your own device) ,J>LbAJI iuL&ij 

(J I (J9-5?l h7 nl 1 gJLA^JI ,(jL£ Laljl LfcjLll K Vt*» ^Ll^I 

iPads, iPhone,-D (y> iL^liJI joi^^i^l gxbu 

jd^UI ^ <j>l£]I ~«m ^q^» ^jaa Blackberry 

«♦ 

^....■ijrtll g| d^jjUl iIiLoa^ (j'-^o < (jjo g *<""■■■ ■ (jl 
iIiLLlJI dd^ 9 I %o ^jl^fl* 9 I Jl^u 

»■<■ - 2 ,oIj di^ 9 .^...^1^151^19 

^%^su^\ oaa W (b>_Luj Mr. NAC 

X\\\\*\ SLl^llah 



♦♦ ♦ 



Juniper 9 Cisco Jio ^"'^"ii jja jy<" ,cu£ 

^UJI J^i, ^Ul 802.1X J^9J9>j <jl£ ^LJ 

^jllIoIJ gfrio 9^ 802*1X Iq«<7 II oAi^J (jjniJI 

EAP) Extendable Authentication Protocol) 
.EAPOL) EAP over LAN) J^'^Lj ^Ulg 
Jl£ EAPOL ^lr ^alaj ^9^9J9>j Jl <>»je* 
^LfliJ 802.1X laJa 9 +PPR RADUS, TACACS 
ijl .i..*vri ualllJI aja AuthenticationJI dLLasj 

j^aJL >jah ^ jol Jg^jQ ^0.1 Vinto II ^jL£ 

jocj JnJ (jjo aj.iVi lb ^ EAPOL jL LL& 
Jl J^lgliJ CHAP 9 PAP Jl oja£ joaaJ PPP 

.y^jj^ Authentication 



Cisco (IBNS) Identity Based o^aj La 9a NAC 
802-1 X LLox 9^ ^Ulg , Network Security 



joIjluj lxu^ ^o^ja^JI Zero-day Malware j-c I^Lq 

ah I ^ ^Lq-ujJLj ojjqL^jqJI oj>U7..r« c Uo^ JjqLslLJI 

Malware ojLn^ ^ Ja^j a£ J ^ jL 

aslj Alllj aJ l!jIjAj (JQ^SI aq ^Ul M7nlAM ^J| AqIj 

Liuajlfil IaI Ia^^*» ScLoiaj^ oAi^J ^L^aJI J_lq (Jjq 



^J-l^jQ JJL&JI (JJjQAAIllLaJI JJAJ (J I o^U7..«^ , kt< 

IjJaii (jQ Kni 1 ^9 ihnn tlijjlj^fl jqo^^Vui i ^jjuaLc 

cLlL^IJI Si III I SiIMaJI 2<1nlll 1 Jx Al^ ux ol ^ « 

♦♦ ♦♦ ♦ ♦♦ ♦ ♦♦ s ♦ 

L^^DLlJI ACI909 djuLoQkflll 




9 I «7< J 1 jl ah^/ ^jclujj (jJ LuL JgHj ao 

(jlajiij (JI9 LjlLIIj J<l»tn II OAiL JJAJ (J I o^U7../« 
(JI9 ojL^h 1 iK 1 (j I ah I (J I 52JJOJ S nnlg cLjjIjI IjgjLO 

Lu dinlMI ililnH IQnlll LjAAcI A£ (L^^L LLJ^ ^t<« A « 

VLAN's LLj^g Liig^s jjlc MAC address ^1 aiaJ 

S^inill ^IjhI i^qL (jx LqLaj ^ I ^ Si 7^7 II ^ «j^l I 

(Jib AjlH JjQX^^LLj J 1 (J I o^U7..«^i AH I ^9 

|oJ (JhIaJI ^Jl gjLnJI jjq cLLohJI jXnVII ^1 

LLH9J9K7II j^lojg JLox^/l ^L^LlIhI 0 1 17 1 



^^Jl J9 joU| a^UI ^jlAJAiLUI ^jl.nn9l 9 

Defense in) £a*JI ^ pLqaJI p^Lq ^lc Ja^JI jl 

d-iLo^JI ^^j^JI jLb^l (j-'--'9j (Depth 

£9J9_, ,0^1 ^Ul ^jliJI ^> 

^ ^Ih (jiajAjJg ^ He ^ LujLjI ^« K«^I I 
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Jl ,09^ MAC Address JJ jjgjj 9I Port scanning 

oJ>9 LSjuLoojgl aL^lLq VLAN _j aWj NAC 

,n<^-" a^i^a^ ai^L .ajiui ^iwkJ <d\c ^ 

<jl * r,< ^ MIaa 2<t All J^jJ ^Qflniflll ^IiigJLj 
ilijjlj^l Iqci.\ Vini i jlgjJJ <hnn dxLd ^r>»r>Vi 

dxLuJ Jj-5 <Klnlll jpl.l Vlnll (JjQ (Jinhgflll glAJ (J I 9I 
Ojd^l (JjQ I9JJLC I QtTuCl Jh? II jqLI 9I OJ.nfl II JjCLSJI 

(jig (^gjJ^ (Jjq L&jjLXgl ojgjjo ^9 Lie (^jjJ^ (jx 

♦ 1--LQ9JI (jilfil 1 Jj»r> \^i..m II |j>vC « 1 1 inl 1 

♦♦ 

|oU^J * di>j5Lo |^ic ojaqJLj AJuJI (JjliJI ^LoIj 

User Jl £jjla 

ID, OS fingerprint 
^ ojju^ ojjig •MAC Address, IP address 
CVE) Common vulnerability) ^IjaiJI j>Liii£l 
J^ig Zero-day Malware 9I and Exposure 
VLAN _j ^IjiUl Ja^u jIaa ^1 (Q^I^Q 

cLiLi <j I (jg*ijg ^IjTL^I iful^ LlLq 2 l.^ni ^ 

oy^\ ^Software 9I Agent ^1 

** 

♦Agentless NAC S Ja*j 9^ idJU tv*..^» 

Jhr cLq^JI £jL** NACJI ^i^l JLi ^£ 

♦♦ 

t^l*** « Lu^jl 1 n) II foltl^LujI (JjQ (JJjQJAjLllLoJI 

^ AiijJlflg Assets Jl f La^l Ajl1a£ ^ AJlUl Jjl=JI 

»» 

♦ JL^J^fl £jL** 9^ (JJQ9 cKlnlll ^lc LJLi JjCL5Ll 



MAC Address Jl 9 Physical Port JL oaa 

Vl nlfl II jQjjjl (£JjJ^ (JX |0^-LllaJI ^ja&^Ij 
cLiJjQX JgQMlQ II JJQJJLjjJJ JjlJJJ illJL^ J-ujJI ^ ^ Kq 



♦ ♦♦ 



1 Jl^.ninlfl 



Authenticator 2 Authentication sender 

RADiUS/Dfamcter 



Supplicant 




Internet or other LAW resources 



tSMb^fL cLJjQXQ cLlqL^ nl 1 I cLcLJAiUI cUiolll 

lIjLljI (j^iitkjg ^gljl^^fl l-jlJLujI jgJoj asu I.^q.^^q 

jjqjjuaJI ^Ij^ (J^q 19 ^Ijlii^/I Ji^uj 802-1 X (jl 

ilijjlj^l |^Jx LJLi oji I Q^o II tljlgj^l ^J^su 

£iA2i ^ ^92j cu^/I ai^L .250$ lxlKj 2 

jOiLj>2i2il ^lc Local Agent l_u 

♦S^s i ni II ggJg ^jlx (jjjjLo gjg^J 
oja£JI J-09J ^ 2nn7ll oAiL jjq Sflj.^nll iIjIjIa^^I 

,^j^q os ) mIq a^AJi ^> aHJoAii ajLLo^i 

(^JL.^abiiuQ jjx USB Ports Antivirus 

LlA (JjJ (jl^ |j| dij5LQ ^Jx OjAiLII jQAT 'M\<q 

Active Malicious 9I Malware ^1 p.%^..t*» 

AJlUl JjL2JL ^yO^ ^Ulg NAC ^> ^ij^JI Jjl=JI 
J-09J9 JLqx^/I tiiUJolo gjQ ^ nil ^771 Sjijlj JqK jQ^Hj 

P^'j^'nIq 0 1 0,\\7nlQ II gJUQJi gjQ JjoLlLILj cUq^mI 

aj^JI JjjJI jjojjli tt o<r> iaJ Ji9ni7ll cL^Lq t!ijL£ LI 

VLAN9I VLAN trucking 9 1 802.1 q J9^9J9>j ^ 
^7...^n OA jjaLaUl ^ oja£JI Tagging 

Ao ii M) p.%^?..tn ^| *LloIjjq9 Guests 9 1 (j nnQQ II 
cuL p.%^ < ?..t^ oLLIj^I J Li ^09 i^ini IL J i^7 j 



mm jiii «ui m mm 1 mi mi ■ ink ■ 

« aC.Lfc!55 dEflldd... 



...unaubhoniaed request « 



The Classified areas of my life 
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giA2i a£ NACJI (ys JjliJI jg^j ^Uljg 

♦♦ ♦♦ 
J Lai J^nlig SnlnlQQ II i UcrtQ tHiljQQ 1 5? <0 JJL^jqJ 

(jjQ^f djJgjJI jjuL&aJI i^jLll^^j gjQ ^jIiLalug ^ilglj 

^Ul 2<t All ^jAJI jjJLII Jg^gJI jx djd^LLII 

♦♦ ♦♦ 

9I JjQjdl i-oigj i^JI iIj^/LJI * (jjgj 

♦♦ ♦♦ 

jOCaJI jjL^gj Lojj 9I grtinll J^lgUI ^lc <Lj.m n Vi II 
cLqMjj (jx cLIgQni^ II iliLoQko II cLlIqj Ojlj^ jQjMJI 



joLa j^qI ^jLq^xJI jjuLslcJ Jlilo^l 

ISO27001:2005, HIPAA, PCI/DSS~:jjuUa 

^a^Luij SOX,. 3rd Generation NAC System 

♦♦ 

j_l£ JlxLo^fl L^jLjjg jjuLslqJI o.Sfr I JULq^I cLlLclc jocj 
(jx (j m.i iinn II ^IjJjoJIg (^julLq^I (j iinn.tfll I jjjLSUI 
(j 1 Tn q o gjg^j (j I (j i a.i Vi nia II ojiLjJ jb-^l ^jjJ^ 

Ijjg SjuLfiJI dntnlQfl II ilil 1 ill 1 1 iig jLl£jQ_II iljl 1 i^q7 I 

Jg^gJL jqaJ ^1 Qui II joIj (jii klLlA^ gjg^j jqJ 

.cLLlSjQ JjL^aJ (JJQ 9I 2<t All 

o>n^l aJU jl^uaf NACJI gibl^ij 

J nnlnl ^Lbxl fLQ QJ.n^ ojliJ <j lo.t^Tnifl llg 
ot U7..r, LLL9 .^aIIujjq J£J "«l ^Ul ililjgl Vill 
(jl gjjQg cLlqIjjqJ ci inil in II jjuIaIII jUjI ^j^UI 

(j inhr)o (j 1 ci.\ Vi nia II J_lq <jjq 2^g« A*> lIjL^j^j 

jl 9 j ,0! ^jI^ 
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DYNAMIC HOST 
CONFIGURATION 
PROTOCOL 
(DHCP) 




L&2qjJ^9 J_£ SjQjii (jx ojUc DHCP 
S>^fl ^lc NETWORK CONFIGURATION 

^kgjj^^JL^IP'S^ RANGE 94 lo^iJI 

.AAjjJaJI (j tin 1 1 Jjqjlj ^yki J ^9 nil jollaj ^lc 9I jjglj 



fcJLA^ L^jdc Jj^LLJ ^ill LJ^9^9JJjJI j^nll (JjQ J^lg 
I^J Iq*<~ JL^JQ p/K?..tlj.% ^jIaj (^JbjjIjjJI 

.hnn cul ailLsl] J^JIg djKinill cL^Lk ^Lq^I^aJI 

9 1 J9AIJ9JI JjjQ J 119 nil jollaJI d±Lc JQ^Qfl II JJQJJUaJI 

C^niU/j II 







DHCP Server 






Computer 

n!c^l i J V. L!i VVIiVJ^ ■-■ -u:f. 



f 



j 

2 





Lap40f> 



Workstation 



Laptop 
in lucres with Sob-rtr.F 



Figure 1: Standard DHCP provides IP addresses to all machines 



t^Jllll jjo^/L cLooidl QAAi q o lX J^J.'."' 11 o-^ PACKAGE ^9^9 <j-° a^LUI ^9! lILLc ■ - 1 

RPM-QA |~G REP" DHCP 
:^JHII jjq^II ^^jjJa (jx 1 QJ.U7..." x t/j^Qrt PACKAGE joJ I jl 

YUM INSTALL DHCP 

01 IaJ!^ DHCP SERVER Jac s.a.< ^^....ii j*^ ^ui ^ PACKAGE 0.LL9 

♦ cKlnlll ^jO OJQ^Qfl II OJi31^^fl ^ic IP'S ^J9^-J jO^QJ 
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.jjls1i2 STATIC IP idilixj jl lj^j (jUI aIiAJI 

ENTRY SullS ^ ik^ ij 3 <-- 2I9 ^ua^LsJI oiau 

. OPTION I^aj ^liJI 

OPTIONS ^> ^«^JI i^LLoJI OPTIONS 

MAN DHCP- : ^Wl ^1 J!^ (y> Jlxu 

OPTIONS 

OI^jJasj CONFIGURATION oAaJa^j^ 
SERVICE DHCPD START : 41± f9 Z* 

4jaJ oj^^I o>^2I ^lc CONFIGURATION 



♦ dS 1 111 



_j d*S1nlll ^Jx (JJL&A jL&^ J^_JJ_J jQ^Sj (J I tllJjl |jj IjIjQ 
^JQJJUiJI (JJQ IP jl^v^ll lA^v tU*t\*\< A \\ ^1 (J^o^ IP 

jOujI i^JI gli^j lILIj JjqjlI . ojjq J_£ IP (jAiiu aiiL cuLo 
x.% 3?3 ^»a< : A»^ji<i MAC ADDRESS 9 jLn^JI 
:iLJli]| CON FIGURATION mI idils LoJq <u 



4| Applications Places System ^jf; 






Sat Oct 6, 9:2GAM root 


Chnngp ftpskrnp appflnranre and behavior, get help, nr Ing nut H 


rooters erver 10: - 






tile fcdit view search jcrminal hctp 



# DHCP Server Configuration file. 

# see /usr/share/doc/dhcpVdhcpd.conf .sample 

# see 'man 5 dhepri. cortf ' 
# 

subnet 10. 0.0.0 netmask 255.255.255.0 { 
option routers 19.0.6.2; 
option domain -name-servers 10.0.0,3; 
range 16.0.0.10 10.0.6.100; 

} 

host serverl { 

option host-name "serverl"; 

hardware ethe met ; 

fixed -address 10.0.0.56; 
II 



INSERT 



g rooHSserverlO:- 




i LqaIc Lla1c9 u&Liidl iljjUj (j^LDI idLcdlg 
cu (jQ<*--« ^jqjju^JI ^Jl jL^JI (Jjq REQUEST 

•STATIC IP <ut£ 

L^^li* ETC/DHCP/DHCPD.CONF/ JlLJI 

^9^^ DHCP SERVICE A15JJ 0' 4^ 
.SERVICE DHCPD RESTART ~: Jllll ^1 



Jjli PACKAGE 
9^9 ETC/DHCP/DHCPD.CONF/ ^IJOaJI 
iu^liJI CONFIGURATION iull^ joiiuj^jJI JoaJI 
DHCP SERVICE L^l *jl ^LiL. L DHCP 
^ CONFIGURATION gj)9J ^ ajg^i/dl ^9 
PORT NUMBER ^liu Lkil .aiJIlAJI 3>k^l 
REQUESTS ^jjl-JI <uk J;"- - ^Ulg 67 

zk\- t k n \\z-j* 7 v\ DHCP_jdL^liJI 

: CONFIGURATION ^ Jllo 



root@serverlO:- 



H| Applications Places System £J, rs- rai 
File Edit View Search Terminal Help 

s 

# DHCP Server Configuration file. 

# see /usr/share/doc/dhcp*/dhcpd. conf. sample 
l# see 'man 5 dhcpd.conf 

l# 

subnet 10.0.0.0 netmask 255.255.255.0 { 
option routers 10.0.0.2; 
option domain -name -servers 10.0.0.3; 
range 10.0.0.10 10.0.0.100; 



Sat Oct 6, 8:55 AM root 



4> 



Vetc/dhcp/dhcpd.conf" 10L, 247C 



|g| roQt@serverlO: 




:JI!aJI IAa ^jjIlj jogiil 



SUBNET 10.0.0.0 NETMASK -1 

255.255.255.0 
N ETWOR K ^9lj ,09^ a^iAJI <ul oliiifl IAA9 
SUBNET 9 10.0.0.0 JL CONFIGURATION 

255.255.255.0 9A Iaj ^liJI MASK 
OPTION ROUTER 10.0.0.2 -2 
<uk zji^ ^Ul GATEWAY IP <ul olia* IAa 9 

10.0.0.2 9^ ^iLiLuJI 
OPTION DOMAIN-NAME-SERVERS -3 

10.0.0.3 

10.0.0.3 9A DNS SERVER IP od o\isu> IAa 9 
RANGE 10.0.0.10 10.0.0.100 -4 
,jic a£j)9jlj p9"'--< jJI RANGE <ul oIIslo IAa 
^LJI 9 10.0.0.100 ^Jl 10.0.0.10 9A o>^bll 

\>J STATICS IP'S «ul J RESERVED 

didXLaJI oji^!xJ L jgAj ^oIj <jl < j^jg L^Ljjgj 

^jO OJQ^Qfl II tliljJDJ Hill I (jZl^^l ^lcg 3^J."AJI 
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USB J| plTYiml ojlojl 




q£uuuuuuu ojmnl ltid 



♦ USB Jl (j}JjIa (JX l.t 1,1 Vtg J-LO (JjQ OJQ^Afl II 




ililjjgjJI J^l gjQ {jlaL^jo ^Vj^ r A5Lj 

IqUaj ^ SKA. .-.AA?d (C880) 

^l* 9 r^^UI 9a ajl^JI J2JI jl*9 Jjl^IiUI 
L^Ijlj (JJQ9 ojjl!^ jjgjJI i^JI S \ 1 1 11 1 1 Jilj Jgl^ 



^ USB a^Ia *a <jZl TFTP Jl 9 oiii 

riflnn , dJjghll JqK II .Mil <jx rmyTnil jjgjJI 

USBJI ^Jj ^j^JI JjL^iiUI jqUoj g^iij 2 9 i 
|oU^ji J-all 9^9 ^jJLUI jjq^/I ^ «17< « nan L&ti&jg 

r>j 9J Jf ^1 2L5i5liJI ^> Jj^idl 



Router#copy usbflash0:c880data-universalk-9mz.1 -1 52.T1 .bin flash: 



Router#copy usbf l ashG :c880data-um versal k9-mz. 152-1. ~TL. bin f 1 

Ro Lit er# copy usbf 1 a sbQ :cS3 Q data-uni versalkg-mz. 152-l.Tl, bin flash : 

De 5 1 i nat 1 on t T I en ame - [c 8 3 Qdata-uni versa! k 9-mz- 152-jLTi. bi n J r" 

I c 0 py in progress... ccccc cc cc cc ccccccccccccccc cc ccccccccccccccccccc 

cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc 

cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc 

ccccccc cc ccccccccccccccc cc ccccccccccccccc cc ccccccccccccccc cc cc cccc 

cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc 

cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc 

ccc cc cc cc cc ccccccccccc cc cc cc ccccccccccccc cc cc ccccccccccc cc cc cccccc 

cc c c c cc cc cc cc cc cc cccc ccc cc cc cc cc ccccccccc cc cc cc cc cc cccc c cc cc cc cc cc 




CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCi 



CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 



'^3 
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Router#conf t 

Router(config)#boot system flash c880data-universalk-9mz.1-152.T1 .bin 



cccccccccccccccccccccccccccccccccccccccccccccccceccccccccccccccccccccccccccccccJ 
c cc cccc cccctccccccctccccc-ccccccccccccc c c ccccccccccccccccccccccccccccccccccccccc \ 
cccrxcc cc cccc cccccc cccccc cccc tc ccccccccccccccccccccccccccccccccccccccccccccccccJ 
cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccJ 



332?3£S4 bytes copied 1n 09.436 sees (334627 bytes/sec) 

Router fsh 
RouterA'show f 1 
Router^show fla 
ROuter#show flash: 

_# — -length —-da^e/fTpe p M h 

|l 50552244 Mar 1 I9fi4 00' 01 :00 +00:00 cfift0daTa-universalk0-niz.l5L-2.Tl.bin 

2 1001 Aug 25 2011 18:51:24 +00:00 CC PEack up 2 Oil -OS -2 5_09_50_11 

3 96395 Aug 27 2011 17:37:55 +00:00 vdsllog.bin 

4 33273984 Oct 10 2011 22 :04:26 +00:00 c8S0data-uni versa! k9-rnz. 152-1. T. bi n 

5 33273984 Oct 16 2011 16:22:52 +Q0r00 c8S0data-Liniver5alk9-niz.l52-l.Tl.bin 



3163340& bytes available (9~2iQ36B byres used) 

lfiouter#conf t 

Enter configuration commands, one per line, End with CNTL/Z. 
Router f conf i gjtfboot system flash 

Router fconf ig3*boot system flash c8B0data-irni ver sal k9-niz. 152-1. Tl, bin 
Router Cconf ig)*" 



A\ t t t 




jqJ cUjg^iJI (jl tiJL^Ig , jjq^/I ^yfcijlg jjgjJI £}LSI Aiajg l-jjI jx^/I <hn^ chimin -cysu IjjL^lg 

♦ USB Jl u^j^^ j ihlni II ' (^jJj (jl J9I LjLq 

2800 , 1 800 , 800 : iLJlUI J^^UJI ^ ^jI >j 9> JI ^ USB Jl Jlii J ^ j ^Lj 3 < ... . 

(USB Jl £o 800 ^jJLj JMxlu 3 <..t : »t 0 j ig^u 3800 , 
NTFS Jl J : qA?» jqUoj j2 FAT32 ,oUaj ^ ^ 09^! 0' ^ USB Jl 

2.0 09^ SjU USB Jl 

, USB Jl gjQ oAjloaJI ^olg^l (jr>9 j 

dir usbflashO 
show usb device 
show usb controllers 
show usb driver 
show usb port 



lILaJ cL^HaJI cLJnlfl II (J I I.^Q.^^Q 4I1B9JI (JJQ J rK II l!jJ^99 OAJL^ ilijL^ USB Jl *J0 ^JUJ^jg 

r ~ ~ f t »♦,.»♦ ** ** * * ^ ***** * 

HXn ^ J_jg 2n tl..t iHjjIjxl 9I J II 9 nil djoJ^jl (JjQ JjgjJI ^lc OAJpLo J-£ (JJjilJ M\< t% OJJLl^ 

^ dl^g ^Ul Boot Jl >oL ^itMUI JjlIt ^glj ^ LiJ ^Ja^I Jjla^9 LaJMl ^> p^I 

**♦ ~ ♦ **♦ ♦ z * # ** * * „ 

j-^/l ^y2iij 3U^..t « 4IijL^ 9J9 Qil iil) ringing) (Jjq I^jaqIujI Ao 1 9^9^ (j I ^jJjojI , JLqjqJI ^LjIaj 
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9i*GigE 1 gl Gigabit Ethernet GbE j;~<>; yy^<\\ u * 

IEEE 802.3 jL*aJ £ik ,(bits per second 1,000,000,000) iuilj 
1999 Ijliia jLlsaJI j: <; "" f^J |OJ 9 2008 aLj ^ JaaaJI 

jLjiaJMAa p -' 9 2010 J9I*. £0 p' ^--.vi ^| 9 
a^j^l ,ocaj Liajl <uU 9 full-duplex J^JjUl QKml ^L^L 

Half-duplex 

9 Xerox ojjuHiUI <^9.>d) a^ii .lujL^I i^qIq-<" ^Lj 

_j J>jsj Laj Mb/S 100 5x>j ^Jl ilijgKi Mbit/S 10 dx>nj ^U-i 

Iaj Lia 9 iijU^j oa9^9 ^Jl sL^bJl ^Lj U^aj , fastethernet 
Lo 9I Mb/s 1000 ^Jl J^U ax>*JI JJ9KJ Sjulliol ^ J-*""" 

Gigethernet-j 

9JU9J IEEE SnlVm (Jjq djliu^lgjQ J^I^j jLl52jq J9I J9III (^jJI £jA 

lOOOBASE-X^ya^LajbjUj 9 I IEEE 8023z _j ^ya^ij lL 1998 

♦♦ t ♦♦ 

CX , SX , LX (Jia L^jlIc ■ <>"■■■■ f Igj^/ LojJa J'J'\\ (JjoIao X "" A 

^UL^iaII Single Mode jLa ^LiJI ^i^La^ fl^l ^> >i*j ^Ul 9 
^ ^jj^ jLq 91^ ^ JBI Multimode 9 >Lo 9!^ <y> jl^l a£;9kJI 
iIjL^aJI J"'»" (jlll ajj9^jqJI tii^LLUI -iM-^9«i jLaaJI u^.y^^" 1 

iliJUjI K I ^ II LLC K 1 Ml II lAjQQI^IQ II 

^Ul 9 IEEE 8023ab ojj^ ,qj 1999 ,oLc ^ 9 .dJj ^ 
£j 9 A2>jdl ^jMjLUI >lc 2x>^JI J£j (y> Gigabit Ethernet 
jqj 9 CAT 5 , 5e , 6 ^ ^5 (unshielded twisted pair (UTP 
^> ^ji^/l J£ul Lu* 9 1000BASE-T _> Ljl^j jLulcJI aifl.nl 
iKjj dJLi£j ^Jl backbone network Jo£i J^jj 2LiSj 

inlaid l joLsdl 94 2000 jobdl jjjjlj 9 desktop technology L^J oy^J 
iu^lAJI o>n^l gjo desktop technology 1000BASE-T J : ^' 

PowerBook G4 9 Apple's Power Mac G4 gjo 



Fiber-optic 
connector 




Bottom 
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^jSlllIa jL^Ji jQi&Jgl |Qi^lc ^ic ^/ cLujjLujI ^LliIjI SjljjI 

Lq LJLc 9 Cable JjL* p***'* 9 Kj^H 

9 Connector J^aJI 9^ ptViltj 9 >uliJI J9I-1 
Lq 9I Transceiver J9^jq 9^ gJjJI LqI JjKJI ^Jj 
^Ul^g (Mini-GBICs (SFP 9 I GBIC-j^y^ 



(Jxo [O-^^l (jx (jjiaLajl LjLjL^I SjgjLj (Uuil iIILLl 

joaII^ij jo^j 9^ 9 Patch Panel Fiber 

9 Transceiver <u jl^qj 9 >ulidl ^:>LJ ^-luuJ 
J^jjj jjl^S JjI^ 9^ 9 Patch cord fibergj* ^liJI 

>LjliJI ^^..tiij Patch Panel ^ 

cUJ9^jqJI 9 ^ Iq \-n n II 

ilLJjlil bjL^JI .osaj ^Ul "■I-V'";q--'H 

lIjI nl7 IQnl II jjr\9 1 0*1& 9 9^AAiJUAJ lUjI nl7 IQnl ^Q. \ Vl 1 1 1 1 1 1 1 



Catalyst 

Catalyst 

Catalyst 

Catalyst 

Catalyst 

Catalyst 

Catalyst 

Switch 

Catalyst 

Catalyst 

Catalyst 

Catalyst 

Catalyst 

Catalyst 



65006000/ Series Switch 
55005000/ Series Switch 
45004000/ Series Switch 
3550 Series Switch 
3750 Series Switch 
3750 Metro Series Switch 
2900DXL/Catalyst 3500DXL Series 

2940 Series Switch 
2950 Series Switch 
2955 Series Switch 
2970 Series Switch 
2948GDL34908/GDL34840/G Switch 
8500 Series Switch Router 



♦♦ ♦♦ 

iliJUjI L^J-^JJ L^ATJJ 




il * * *,! *? j 1 ; 0 " ju*^" ioj 2004 ioLc 
Orj'r'^" -''3.1. is p". IEEE802.3ah^i> 

1000BASE- LoA 9 jjjLqJI ^^Lagja Jja ■ij.ta, 

LiJ <y a-ij ^Ul 9 1000BASE-BX10 9 LX10 

Ethernet in the First Mile 
10Gb Ethernet iu^l ^1* 2006 ^ 

9 backbone ^i<;A ^ 1Gb J Jjj-l£ 

♦ ** ♦ * 



Gigaethernet 



r 



Twisted 



+ 



Coaxial 



1 



Fiber 



CAT 5 , 5e 



Single Mode 



CAT 6 , 7 



Jfade.r T&nanst 



Muitimode 



jMjKJI gjQ ^I^j^II oAiL J nrml (JJLLJ J9^ lAiL 9 

(JQi^nll LlJI^I^I 9 d Inll l/Q II 



Name 


Medium 


Specified distance 


1000BASE-CX 


Twinaxial cabling 


25 meters 


1000BASE-SX 


Multi-mode fiber 


220 to 550 meters 
dependent on fiber diameter 
and bandwidth 


1000BASE-LX 


Multi-mode fiber 


550 meters 


1000BASE-LX 


Single -mode fiber 


5 km 


1000BASE-LX10 


Single-mode fiber using L310 nm 
wavelength 


10km 


1000BASE-EX 


Single -mode fiber at L310 nm 
wavelength 


- 40 km 


1000BASE-ZX 


Single-mode fiber at 1.550 nm 
wavelength 


- 70 km 


1000BASE-BX10 


Single-mode fiber, over single-strand 
fiber: 1.490 nm downstream 
L310 nm upstream 


10km 


1000BASE-T 


Twisted-pair cabling (Cat-5 ; Cat-5e, 
Cat-6, or Cat-7) 


100 meters 


1000BASE-TX 


Twisted-pair cabling (Cat-6 ; Cat-7) 


100 meters 



s ++ ♦ ♦♦ ♦ I ♦ 



9^ LnjuLi ^jLJI O^iJI L2U9I ^L.^ ^L^i 

^jqj&aJI (Jq^q II 9^ L^IILj aBLLJI 




d^lnl JA5LI ^UQlh^ll iIjLj^jqJI 9A (JjLoJI (J9^JdJI 

iLqq 1 5? g> II ^y2xii ^iij-SjoJI (JQ^q II LqI 9 4ILJJJL1I K 1 1 ^ 

cLlcj ^y&2» SilKII LqI 9 2<inill oAa JjclslI SjqjMJI 



♦ A 
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■ U-lLUI <LK LuIj 

♦ ♦♦ ♦ ♦♦ 

9 single mode L&a iL^idl J>LJ2I ^ 0^9^ 

multimode 

LjU^I (^LuiJ 9 Single-Mode Fiber LoLi 
aij^iaJl ^ joU^Lu^i ^Lii monomode 

backbone cable" a ill 9 

^ ^ji.Vf iQnill ^ju J^jjU ^.^Tniin Multimode Ul 9 

r ♦ ** ♦ 

1 (Jjq J_qI J9JJ1 oj ii inn II lIjLqI miq 1 1 0JJJ9JI cL^ulJI 

♦♦ 

— 1 1 1 1 r — j*i 1 1 K 



Customer 



Single-mode fiber 
Multimode fiber 



Telco 




M.5/IJJ 



♦♦ 

1*1*1 ^ «4 ^ *N 1 1 tlftl I 1 Q*l nlfl ^ ^JjjJJjQ . \ *N. Iq i *V 

f * 

(JJLijl» JJllg .h^ 1 ^jL LfclSI 9 JASJI . Inl^ lIjMjKJI 

♦» 

^9jiJI ^JIUI j<a» 9 patch cord 91& 9 «>uli 

I 4 *** 



ZipCurd Distribution 



LOOSC Tube 



Breakout 







flilJjl 9^ J_LjliJI l2jM_>L£ AjQ ^ ^nllnl^l ^jLsJI J_Ll5Lj 9 

♦♦ ♦♦ t 

Iaslq JjqLslLj ^Ul SjlIqJI cLLqLsJI ^aj^I cLLS 9 L^Loj 

♦♦ ♦♦ 

gjQ 1OJI9IU IfftjKjJ 9I LfrJl.t Hull rV*^"' (^Ul SKlnl ILq 
9 lVt',lt< ^jLjq^q 9 L^jLlujgj^j JjJ-lj ^7 1 1 ni lIjMjKJI 

iujbJI J>U2I At i 50 



Catalyst 3560-24T5 Catalyst 35 





2410/100 2 SFP Ports 



* 43 10/100 + 4 SFP Ports 



Catalyst 3560-24PS 



zata 







• 2410/100 + 2 SFP Ports 

* 370WPoE 



• 48 10/100 + 4 SFP Ports 

• 370WPoE 



Catalyst 3560G-24TS Catalyst 3560G-48TS 



******** AAA***. ■< 
r«**wr«p mrmrwvww ■*#*#*** m - i 

- 48 10/100/1000 + 4 SFP 



****** — i«s 
■ 24 10:100:1000 + 4 SFP 



Catalyst 3560G-24PS 



i . : ; : j i - ! : • : i 



24 10/100/1000 + 4 SFP 

370W PoE 




60G-48PS 



**•■■*** ifftinf f ifttm #i* 



• 48 10/100/1000 + 4 SFP 

- 370W PoE 



Catalyst 3750-24TS Catalyst 3750-48TS 



□ 



*fl*IB*ril-A* **»ft»H^* IHiAlti ~ m 



• 24 10/100 + 2 SFP Ports - 48 10/100 + 4 SFP Ports 



Catalyst 3750-24PS 




iyst 3750-48PS 



24 10/100 + 2 SFP Ports - 48 10/1 00 + 4 SFP Ports 

370WPOE ■ 370WPOE 



Catalyst 3750G -24TS-1 U Catalyst 3750 G -48TS 





• 24 1 0/1 00/1 000 + 4 SFP • 48 1 0/1 00/1 000 + 4 SFP 

■ 



yst 3750G-48PS 




24 10/100/1000 + 4 SFP * 43 1 0/1 00/1000 + 4 SFP 

370W PoE • 370W PoE 



jnlnll iIjljj9_j (J9^j ililnnjQnill oAiL 1 
J9JJ9JQ cLLuL ^lc j.Xjn 9 d^n.ifl L^JLA 

J'SnllL LA^ JjQ^/I jQjJ Ijl OJJUL^J o « U7..i**i J fi7 n 1 CI 
jqJLc QJQ^nlQ II 3750X ililnl7 IQnl (j^^ j (JjJI 

Q< I dl<|,,l^J| ^LlLUl 

♦♦ ♦♦ ♦ 
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9 2900 J1a g<..i^..i <JjQ dfll.tflll ililnnjQnlll ^-Q 

♦» 

(jinn joIj 9 GBIC Jq^aII ^IaHuj^ ^Jj9^j ^/ 2970 




:rCB 



LINK LEDs 
FIX LEDs 





L DB-1 5 fai lover connector 
— Gigabit ports 2-5 



Ethernet ports 0-1 
Console port 



I Connectors ^Mo^aJI UjIj 

.oStXljg GBIC ^ a^9J ^Ul iii^HJI iiiLLki ^ 9 
■o^IIqj o,\ i,\ r ^19^1 LL^-I 9 GBIC J^ili 9 £9^ £0 




Physical Contact 




LC 



Vltra Polish 





Angle Polish 



^ — 




Transceiver ^Lul^l LULj 

GBIC - Gigabit interface converter u * -" 

GBIC ^La^ ^1 >LLLi ^.U 9 Aijli 4liDj9ij 
cLojIgjo 9^ I artJgl {j 1 it 1 1 nil |09^j ^IajI^aJI oAifc 9 

9 cU 1 ■LljLLqJI Ji^Qfl II 1 JUL^JJ jOljJ (j*iVl JQnl II 

^J| ^7 iQnill Sj-jjA^JI ojLli^fl (Jjq Vi I Lu^jljLj 

♦♦ ♦» 

JLi ^ - j-L-ilidl JjII J^Ij LlIoII 3^9^ ojLiil 

♦♦ 

- J-Ljlij J-jL£ jpl.1 Vlnll 
(J ^Q^ cLJL^JI ll ni l 19-uJ ^J^LllLJ 9 

Mini-GBICs" 9 GBIC Ia& 

l!j^9^jq 9A 9 (j « « II |OAol 9^i) GBIC LqLo 

oAiL JjjQ SC ^9_J (JJQ J_Ljlij /*«m.^/j^ 1 




Mini- 9 ili^^l 9^ 9 jj^9^jcJI ^0^1^1^9111 
(Small Form Factor (SFP SIa^aJI GBICs 

oAiL JjjQ LC ^9_J (JJQ j_ljLq -~«N.^q^ I 
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Gigabit Ethernet 



Gigabit EtherCh anne 
10 Gigabit Ethernet 



10 Gigabit EtherChannel 




•Cisco Catalyst Series 2950 
•Cisco Catalyst Series 3550/3750 
•Cisco Catalyst Series 4500 
•Cisco Catalyst Series 6500 



Cisco Catalyst Series 4500 
Cisco Catalyst Series 6500 




Cisco Catalyst Series 6500 




Lq cuJLUI iiilrin iqmi II LLlL >uLo J^-jj JjclslI 9 

9 (j7l7jQnl J-£ ' ■LLjQj GBIC i!i^9JJ9jQ jQJ^LllLlI 




LqLo SC 9 LC J I CQ I II LfCliL cLQJ^LllLJ Lq L-iicI 9 



Mini GBIC - 



♦ ♦♦ 



^1 9^a LC 



GBIC gjo fQ.tViniall SC 9^10^^1^91119 SFP 

♦♦ * ♦♦ ^ ** ♦♦ ** 

aIc Jil j 9 SC jii^/l Ji^KII 9 LC £9!!! jjq IftnnjJa 

Jlo GBIC 




^9^JJQ J^nl 1 9I JjibQ J *S n 1 1 iliMi^Qfl II <J9^ ^ 9 



Cisco 
Catalyst 
Seriee 


1 GE 
Uplinks 


10/100/1000 
Ports 


10 GE Ports 


1GE fiber 
(GBIC & SFP) 


2950 


' V 


2/module ^ 

\r 


X 


2/module (GBIC)^ 


3550 




10/module ^ 
50/stack 


X 


10/module (GBIC^ 
50/stack 


3750 


4 


24/module ^ 
216/stack \r 


X 


4 SFP uplinks _ 


4500 


2/sup 


48/blade 
240/chasis 


X 


48/blade (SFP) 
18/blade (GBIC) ^ 

240/chasis 


6500 


2/sup 


48/blade 

384/chasis 


4/blade (Xenpak) 
32/chasis 


48/blade (SFP) 
16/blade (GBIC) ^ 

384/chasis 



1000BASE-CX ^hjLEaJI ^ ^Ld£ .~'<r. J\ 

^iN i lC I I j 1 r cLcj-ujJI O iAiL 1 fcZll Jl l 1 * 1 ) (JJi±j ^ j^\V*v « q^s 9 

^.^Tnun jLq 25 ^LuaaJ twinaxial cabling djjQ^nll 



^0 Sjo^i^IaaiqJ) clliIu i^UI 9 DE-9 ^9-j <jjo ~«n.^q^ 

♦» 

^Ul 9 8P8C connector ^M*^ 9 Console 

♦♦ 

GBIC 




T RX 



t 



GEAETT ETHEEJ HEX 

6 6 6 




To external 
lOOOBaseX 
network 



1 duplex 
connector 
fTX and RX) 




2 simplex 
connectors 



To external 
lOOOBaseX 
network 



^Q.t Vf nlj L^JjQ l!jLjJ9J gjjl ^Jl J^OJ illJ uj! Ki^ 



chimin 21 9 ^InYi 19111H ^>jlj Uplink JqjjJ LJLc 

♦ ♦♦ S S ♦ ♦ ♦♦ ♦ 



^jAj&1\ joluiJI djoB '^q" 9 Core 9 ISP 

Ij <y aiij ^ui isp ^ ^Lpi 9 "^i 

^yojiLJI jol^JI 2La£ ^ j^9j 9 Distribution 

♦♦ ♦» 

^lc (jgl^j ^ 9 Acsess ,qj ^LoliJI ^'?<i 

♦♦♦♦♦♦ * 
J nil 10 J ^ n 1 1 LL-J J^LJJJ ^Ul iljl n l7 1^. 



3P 

A I 
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Jl Connectors 




IBM BladeCenter ^ pI^I o.aa r 9 

** f ♦ 



jo^jq (J9^jq 9A 9 JLqjqJI 1^ cuLL^J ^jLlcj cLuIlj 

* ♦ ♦ ♦ «♦*♦♦**'♦*♦ 

tjZJ 9 dijJLaJI l^LaJ 9 .H7 ijrt^l lILaJ j9^j a£a 
ojaHJI Ldjj J_j j iin^TIl 9 cLlcjJI 9 (jjjLq-^JI ^Jj9^ 



dini.timll iliLoghiall 4liLj9^jQ SjuMj ."t*.%^~..tl 9 

^glMl St nil j <LaLDI (jjgjb cL^ioj jolx J^*«; 

y^ ct 9 ^jq^aJI (J9^aJJ cLjjJoIJI l^jjJllaI > a i 1 ^ 

* ♦ ** * ♦ ♦♦♦♦ ** 

♦♦ ♦♦ f 
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MICROSOFT 




EXCHANGE 





♦ 

MICROSOFT 9^9 ojjodl 9 
^u>sUI ^ ^1 EXCHANGE SERVER 

♦2013 aja^JI oiI^l^L 

♦♦ ♦ v * ♦ 

* * ♦ ♦ 

iliL Inllnll (JjQ ^li^l ^.ill ^^jlJI 9^9 ^jgjI^J^I AJjJI 

p ** ♦♦ 

(jjQ rn iinl J-jLjjJI JLjjI ^i) LjjbLjLLoJIg ^i1q7I1 

. SnlnlQfl II 9I cl£j_»2lJI l!jL^L^J (jjJjjjl (J^° ' 

^LU* ^Liul EXCHANGE SERVER liJ 

|C-U (J I J-^l (JJQ AJJJI i5>Ul ^UoUl jO-ujLl (J 1 1 fl.l^Tiilfl 1 1 

<99^9* f^hi <^9>^2' ^h- 11 J^Lh 

** ♦ * 



(j|jQ^(l cLluAJ (J9^jg ilijjljj ^Jl gli^J ^IJI 9^LjlJI 9 1 
♦ LljL^ ojg-^gjoJI agnail L^iLogk^ II uh.^ ^ ^ 

^MICROSOFT EXCHANGE 2010 J9 ^^u 

?2007 jl^l yZ\ £bJ rtnin^lg 2009 job 

EXCHANGE SERVER Jt i^j ^^gjljLo 0^' 

:jQ<rihl ImTKI^jQ gjo 201 3 



ALuaUg DOMAIN Jl^ 9^ 9 R2 

:( FEATURES) Ljl>JI - 1 

INSTALL-WINDOWSFEATURE AS-HTTP- 
ACTIVATION, DESKTOP-EXPERIENCE, 
NET-FRAMEWORK-45-FEATURES, RPC- 
OVER- HTTP- PROXY, RSAT-CLUSTERING, 
WEB-MGMT-CONSOLE, WAS-PROCESS- 
MODEL, WEB-ASP-NET45, WEB-BASIC- 
AUTH, WEB-CLIENT-AUTH, WEB- 
DIGEST-AUTH, WEB-DIR-BROWSING, 
WEB-DYN-COMPRESSION, WEB-HTTP- 
ERRORS, WEB-HTTP-LOGGING, WEB- 
HTTP-REDIRECT, WEB-HTTP-TRACING, 
WEB-ISAPI-EXT, WEB-ISAPI-FILTER, 
WEB-LGCY-MGMT-CONSOLE, WEB- 
METABASE, WEB-MGMT-CONSOLE, 
WEB-MGMT-SERVICE, WEB-NET- 
EXT45, WEB-REQUEST-MONITOR, WEB- 
SERVER, WEB-STAT-COMPRESSION, 
WEB-STATIC-CONTENT, WEB- 
WINDOWS-AUTH, WEB-WMI, WINDOWS- 
IDENTITY-FOUNDATION 



WINDOWS 8 -WINDOWS SERVER 

201 2 - MICROSOFT SHAREPOINT 201 3 - 

MICROSOFT OFFICE 2013 

LjIjjsJI |O^Iq ilijujujl * i J* r 0 X (09jlII ^9jJaILjj9 
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Add Features Wizard 




Select Features 



Features 



Confirmation 

Progress 

Results 



Select one or more features to install on this server, 
Features: 



□ 



. NET Framework 3. 5. 1 Features (Installed) 



S .NET Framework 3,5.1 (Installed) 
B 0 WCF Activation (Installed) 

IT] HTTP Activation (Installed) 
EZ] Non -HTTP Activation (Installed) 
EE] O Background Intelligent Transfer Service (BITS) 
I I BitLocker Drive Encryption 
I I BranchCache 

I I Connection Manager Administration Kit 
I I Desktop Experience 
I I DirectAccess Management Console 
I I Group Policy Management 
EE CH Ink and Handwriting Services 
I I Internet Printing Client 
I I Internet Storage Name Server 

□ LPR Port Monitor 
EE Message Queuing 

□ Multipath I/O 

I I Network Load Balancing 

Peer Name Resolution Protocol 
±1 



Description: 

Microsoft .NET Framework 3.5.1 
combines the power of the .NET 
Framework 2.0 APIs with new 
technologies for building applications 
that offer appealing user interfaces, 
protectyour customers'personal 
identity information r enable seamless 
and secure communication, and 
pro vide the ability to model a range of 
business processes. 



More about features 



< Previous Next > 



Install 



Cancel 



/ 



V 




/ 



zjIa *±a* 0^1910 ~\ jn\ aa^JI ^ 9 METRO INTERFACE 1 JU\ 

♦♦♦♦♦♦ ♦♦ 

MICROSOFT OFFICE 2013 , WINDOWS 8 , WINDOWS SERVER 2012 



# ? x 



/ 



EXCHANGE SERVER 20 1 3 PREVIEW SETUP 



License Agreement 



Plt«e read «r>d Accept the Exchange Sever 2013 license ogrccn-ient- 

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS 
MICROSOFT FXf.HAiynF SFRVFR 7013 PREVIFW 

These license terms are m agreement between Microsoft Corporation (cr based on vvfrere yuu 1'^ cine of its affiliates) 
and |Oll Please read them. They apply to the pr e-r elease ■software named above, which include*- me media on which you 
received It if any. The terms also apply to any Microsoft 

* updates, 

* supplements, 

* Internet-Abased -services, and 
■ si4)fjart services 

far the software, unless other termg. accompany those items- If so, those terms apply. 

Oy using the software, you accept these terms. If you do not accept them, do not use die software, 

(♦j I a«tptthe taiwu in th* license igntmertt 

Q I do not accept the ttwni in the ficeme agreement, 



MkFosoh !J Office 



back 



: LdiLg ihSn ROLE 2 ^lc jL^I lAifc ^9!^; cuLiLliJI rAj\ (j.«Q ^lcg 
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EXCHANGE SERVER 201 3 PREVIEW SETUP 



Server Role Selection 



\ 



Select the Exchange server roles you want to install on this computer: 

PI Mailb ox role 

[ | Client Access role 



MAILBOX ROLE 

*(J LLLdLdl / JJjCLllLQ (JjQ <_qJIXj 

♦♦♦♦ «• 

Oju JSI^UI <u^91j ROLE Jl ^ : HUB TRANSPORT SERVICE - 1 

tlljjlj^l (J I 9 (jjQ ^ ,j i /v\Vi..ir» II 

.SEND & RECEIVE CONNECTOR Jl ^>u2l ^Jl J-ijj 0' 

HUB ^>o ^^Luaj^l (Jjl^9j C>£ aJ 9 ^iAJI : MAILBOX TRANSPORT SERVICE - 2 

.MAILBOX DATABASE TRANSPORT 

ticl^ia (j\G) t \\'\w\a II ajj-j ^jjLL^ 9 1 MAILBOXES Jl {jSy^j dnihg ROLE Jl Jfl^j 

. MAILBOX DATABASES .ulil^ 



I 111 I 



CLIENT ACCESS ROLE 

:CLIENT ACCESS SERVICE - 1 " 

9 CLIENTS 

. DOMAIN Jl J, 9^ LkJ 0' 9 POP3JMARRPC OVER HT TPS, MAPI 
JSLuJI 5 juXLo ^ cU 9 »^JI ^ 9 FRONT END TRANSPORT SERVICE- 2 

19AJI £>Lii9 Jib SPAM^ Ji^aUlg 



EXCHANGE SERVER 2013 PREVIEW SETUP 



Setup Progress 



? X 



Setup has co mpleted 



10034 



r ' aii9j*AJI Ju^lgJI ^ 9 EMC) EXCHANGE MANAGEMENT CONSOLE) 

o^a Ju 9> o ^ LjLlJ (jjlaj IIS ^JJIg 2010 9 2007 ^Ijb^fl ^ EXCHANGE SERVER 

Ml 



OJJ j^AJI utJJ o -^qoII 
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Exch a nge Manag em ent Con sole 



File Action 


Vie 1 


w Help 










□ 


LtlL 





Microsoft Exchange 
□ Microsoft Exchange On -Premises {c 
B Organization Configuration 
.hIIj, Mailbox 
^ Client Access 
" : Hub Transport 
Unified Messaging 
□ Server Configuration 
Mailbox 
Client Access 
j^li Hub Transport 
U»] Unified Messaging 
Recipient Config^ot-o:- 
e*| Mailbox 
^ Distribution Group 
. _ Mail Contact 
gJjj Disconnected Mailbox 

Move Request 
Toolbox 



Mailbox 



2 objects 



Address Lists ] Retention Policy Tags | Retention Policies 


Offline Address Book 


Database Management j 


Database Availability Groups 


Sharing Policies 


f Create Filter 


Name 


| Mounted 


Servers 


Cjc3 MDB_MBXl 


Mounted 


DAWSON r KING 


Bii MDB_MBX2 


Mounted 

1 


KING 




^ MDBM BX1 




2 objects 


Database Copies j 


Database 


Mailbox Server 


| Copy Status 


^MDB_MBX1 


KING 


Healthy 


Bii MDB_MBXL 


DAWSON 


Mounted 















New Mailbo... 




New Public . . . 




New Datab. . . 




New Sharin... 


u 


New Addre. . . 




New Reten. . . 




Port from M... 


% 


New Reten. . . 


m 


New Offline... 




Export List. .. 


View 


@ 


Refresh 


Q He| p 




HDB_HBX1 

T Dismount. 

Move Ac. 



(EXCHANGE ADMINISTRATION CENTER(EAC _j LnJUii.J ,oj aj^JI jLi^fl ^ ^9 
Ol^oJ^o*^ LYNC 9 SHAREPOINT Jia J 3 ^»» f"< : 

♦♦ ^ *« 
♦ EMC ^lAJI |CJ9 HjaJ L^l^jq Jmhq^ Jd>^ 




Q Cwtifkat; ' 1 ' fls Exchange Admin Center 




Exchange Admin Center 



[)omein''^et>i 



Waditwoord: 



@ aa nmelden 



Q Office 



:JI jhir^fl ojq^qaII j^/l ^Jl ililjr)h7 II9 LIjjqJI jO^L ^o^Ti 0I9 <J9^' I.AAJ9 

EXCHANGE 2013 
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MC1B Mpi)?pi3 



N&B Hnlttl 



NetWork Set 



NetWork Set 




NORTEL 



First Arabic Magazine For Networks 



Rise and Cisc 



First Arabic Magazine For Networks 




Rise a 

^4 



r Server <jii\ ^H*; iJ di 



What Happen 
If BLViiLost 



C_rJ> airtlMnll <■ - 1 J I ■> Jil l Jilf E 

2012 .aLnJ ij^sJjiiJl £Lbj ^ 
IP Peruke Level Agreement 
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qj-LoJI LUJ-il 



J^LiHUAWEI DATACOM Engineer 
g CCNA . CCNP.MCPSjIa^ 
5* . Atempo Time Navigator 

.S^uliLi gl ^"'^^ Ur?J^ 




CDP 9 LLD-MED 



) I mabroukianas@gmail.com 



■Mil 

MOROCCO 



iiiw 'in 



1994 ai^ (DISCOVERY PROTOCOL (CDP 
^> MANAGEMENT SYSTEM J <LJT j^gl] 
a^LiUL dLLoloJI ojA^^U cLuLEHll <Lo^raJI 

j^- 1 ^-' o)a^I (jic iJaaj CDPj9^9jgj-i 



l£ 9 (£JI ^19^9 SWITCHS9 ROUTERS) 

|09-qj CDP |dl,^7niL-i c L&jjj&^I ^lc d LJlIllj 
^Jl L&j cL^LiJI iliLo^I^cJI JLujL d^inill oja^I 
La* 4 ^ j9 j Jliu ^Uj 9 MULTICAST^^ 



ojL>2 r^i ±Aa 5>^!AJ ^lilUI JiLiu^l j2 
.Lhj <LalajfojA^I JiLiilSI .^^gjj jl^l (y> 

1 

l!|^9^9J9J_I u'^o ■ JJjjlLJ d LtLujI J9A2JI 1Q9AJ 

: a^iiJi aiiAJi jjLiiisi 









CISCO 
DISCOVERY 
PROTOCOL 


CDP 


CISCO 
SYSTEMS 


ABLETRON 
DISCOVERY 
PROTOCOL 


CDP 


ENTERASYS 


EXTREME 
DISCOVERY 
PROTOCOL 


EDP 


EXTREME 


FOUNDRY 
DISCOVERY 
PROTOCOL 


FDP 


FOUNDRY 


NORTEL 
DISCOVERY 
PROTOCOL 


NDP 


NORTEL 




DEVICE) oyh*2\ J>Lii2£l ^9*9^ 
oys^\ (jLxi (DISCOVERY PROTOCOLS 

l/^.Xo 1 J 9^ ^LogiiLQ < qLIll^I (jjQ oj nil I a cLL^. LqJI 

* * ♦♦ * 




*» 

: J a nil ilj^^^jgjjJI oAifc ^jjJ^ <jx Lfcloj tOJ ^Ul 

NETWORK J : 3< : A " • 

jLu jl (MANAGEMENT SYSTEM (NMS 

" . NETWORK TOPOLOGYJJ ZIaj^ 
^> MANAGEMENT SYSTEMJ o^aj 
ojo^l giA^ ^ aj>JI Ai>siAJ QUERY JUjI 

.Lj SWITCH.. aL^IoJI 

♦ 

JuLl ao9jo aja^j ij<^ ■ ^jIq!^ II l^j^Li ^ • 
.aj J^lu^UI SWITCHJI AaIa JMa, (y> Lj 
^ SWITCHJ : VLAN Jl jl^l • 

.^9^U r >^ -^» VLAN JL JuLiJI ,o^Lc! 
JuLnLI 0^»J j| : POWERJ^ ^laUl • 
^1 POWER ajlaS ^gliiUI SWITCH9 

CISCO®J9^9j 9> j CISCO SYSTEMS 



OJJ J^AJI uTJJ n>Qoll 
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: (jJLj Lo d_ilajJI J TLVS "■"<* '3 

.jlAaJIID. 

-IP 0'9 ic • 

BRIDGE 9 . ROUTER . SWITCHjia)^!^!. 

SWITCH .Jlldl Jc) PLATFORM • 

(6500 

(INTERFACE Ka^lgJI. 

.PORT ID. 

ojju> CDP J 3 <....... A^^ii ^L^l 1996 ^>Lc J 

ON-DEMAND ROUTING 
STUB J JLu^iUL iiibl^l Jo.",«ij ,ciJI * ((ODR 

ROUTERS 

NETWORK PREFIX, 
(jja Jo^o"'Qj t * 9^ujjluj cL^j^ii 1997 joLc J 

:iUlUI TLVS 

^^9j 9> J ^LwJI ,oj : PROTOCOL HELLO • 

(jJ-Q (jic iQAJ cL^LLII HELLOJI |Qjjl Jiiij (JjJ^I 

. CDPJ9^9j9^j 
VLAN TRUNKING PROTOCOL (VTP) • 
Jl fu*l : MANAGEMENT DOMAIN 

. MANAGEMENT DOMAIN 
NATIVE VLAN pZj : NATIVE VLAN • 

^l^Loljl Jljjbiu: HALF DUPLEX 9 i FULL. 
. FULL DUPLEX9I HALF Jasj Su^lgJI 

s 

"■q.^ II |OCaJ Ljljjua j<..^..i L^iaLal 1 999 toLc J 

TLVSjjulsU"^ Ja^9.(I P (VOIPj^gjg^jIi: 

:cULJI 

VOICEVUVNJIjjblu : APPLIANCE VLAN • 
jq^qo HjLu^JI joljJI ^lc ojtiiLII j2»9j : TRIGGER • 

J J9-Q CDPcLoj^ JLjjI i^lc cLLLiLoJI cL^JI ^ 

♦♦ 

POWER • 
dugi^dl POWER 
CLASS OF 9 EXTENDED TRUST 
Ijl Lo aj^j j£ o>i£JI jiigj : (SERVICE (COS 
TRUST JuIaJL J9^9aJI PC Aiii* 



,jlc ."il'i i ..iVi jljj^l |Qj J9JJ0 gj3 

"^■■^l . ^jIj^a jjLt>9U ^Uj 9 ^9^9j 9 >JI 
^9-^9 Jl (j^l *(jjiiJI I<aa >'-^-^ J<-' ■ Ja&D 

Sxgl^a ^l^a <jju ^JjLIloJI JaaJI c^UU 

9 Jbjdl ^ o^ijIjJI iljUjjlJI gjQ Ja5lIL j<..t^..« 

LINK jQaLl ^i^i J9^9jg>j jj9^1j IEEE 
LAYER DISCOVERY PROTOCOL (LLDP) 4 
♦djuJ^I J>Liu£2l ^l>i£ j ^ ^Ul 4 802.1 AB 
^jljJoj 3^ ILslqJ J9^9~9j; II l-i^ jjjiij jOj 

LLD-MED ( LLDP 0 n,,n Lo * .iigJjl 
j^i c ( FOR MEDIA ENDPOINT DEVICES 
^0^9^ LLDP-MED9I LLDPol JIojLIj^I 

♦♦ ♦♦ 

.Oj)L^ *^ ( 9 

- J 




LLDP-MED9 CDPOjuoj 1 ^ JI^aJH^ 

.SWITCHS9 Liul^dJLj LajftlLa "■■ ^ (jjo 



HISTORY :.1 

CISCO DISCOVERY PROTOCOL : A A 
KEITH MCCLOGHRIE ^ 9!^^ ^ gjlil 
^jUILq ^ 9 . DINO FARINACCI 9 

Jjqjlj J9^9J9jjJI I Ai& +1994 roLc j<..t^..i 

** * * *~ 

♦T ** ^ **** ^ e 

, t ** 

TYPE ^ ^jIjjlaJI o^^i^jg .o>2i^l J>LiiI£2 
• TLVS -j LsJl jLiug , VALUE9 LENGTH9 



30 



® NetworkSet 



Issue 24 - April/ 2012 




IAa .2005 9-jLq ^ >ilu jju^I IAil <, LLDP 

♦♦ ♦ 



TELECOMMUNICATIONS INDUSTRY 
t LLDP-MEDjj^Ku (ASSOCIATION (TIA 
LLDP-.ij.12u . LLDP J c*\s*h> j^ij ^aJI 

iJijI^JI Jxo ojiL-^l jju Ja£j JjoajJ MED 

. SWITCHSjlo 5>^l9 

CISCO9 LLDP-MED ajjl^ .2 

DISCOVERY PROTOCOL 

IaaJ 9 * <LL^ *\ j jJ^gjg^ Loa CDP 9 LLDP 

ojiLoJI (jIlqLLj I ^ ^ q j U ( j j q ajgnifl II iliLoglsLQ II 9 



CAPABILITIES) :^l>i£]l J>Liil£l - 

( DISCOVERY 

.^Jl 4 cjjglj <,<_qjL& 9A Jiruo II jL^JI <jL£ I j| 

J-LQ (JJQ fQgX JjQ cLbjjLd^fl iHjljAoJI oAiL i qLIlI^I 

J>Liil£l Jlj £aL*2L ♦ LLDP9 CDP OfJ^9^JI 

jldL^I dnihg jjculaij LLDP cd 11 nil ni^jl ililjAoJI 

JjLU^J ^lc ♦jLfc^JI ^ cU^Lcdl ililjjjlJI ajahII 
■ II 94a J./t7a II jl^-v II jjLj j£j CDP 1. JLIaJI 

9^ jLnaJI jl ^ ouIaj LLDP jj^i 

♦ J.".5iib0 JJL£ 9I J.^5iLQ PC PORT gjQ JuLl 

: DUPLEXJ^LliI^lg LANSxj^ - 

1 * ♦ * ♦ 

9I cLcj-uj I 1 ol *ti<\ 1 >fl n n Lfcj^/ cLcu^q ojaHJI o*1A 
(J ic . jj)L&^, jju ^jaaj a£ ^jLbLa jjlc DUPLEX 

iji trapjl^i switch j j^Aj .jiioji Jjli^ 

jju 9 iilu £jUalo jjlc DUPLEX^ LL& jl 

Jl 9 I SLc^l JjLiu^l LLDP ^aj .JjlLdl jlAaJI 

DUPLEX JjLSlSI CDP-ota, Luj-, DUPLEX 

I ♦♦ ♦♦ ♦ 



L2 toj-^ jq^qaII COS BITSjoiiLj IjLcu9 t ^ 9I 

♦♦ 

.PC jjQ (LaaLHJI 




Ul ^Jx TLVS p< - : - JjLial 2000 ,olr 

t^JIIJI 

FULLY QUALIFIED ^Jl ^ : SYSNAME . 
RFC 3L219JJ (DOMAIN NAME (FQDN 

. 1907 

OBJECT ^Jaaj SYSOBJECTID : 

. RFC1907 J> (IDENTIFIER (OID 
jjAj : MANAGEMENT ADDRESS . 
J9^9J9j_j JjLajj clLq jL^JI J-lqj ^5*UI IP^jI9jx 

. SNMP 

jlaj JLol^ PHYSICAL LOCATION • 

TLVS J jor^JI g<- - JjiLiai 2001 ,oLc ^ 

:cULJI 

PHYSICALJI Ju>aj :EXTERNAL PORT ID • 

. FIBER 

tiiiyjuoJI 9<- "'"i-'-^i 2003 jqLc J^jl^I 9 

: CDPj^g^^AjJLUI 

a .qIU«II d£LbJ| jljjLo ajA^j: ^ .jlUn II SjjLbJI • 
.a^LLdl dLBUaJI jIaLq aja^J : d^LLdl d£lkJI • 

j-^i : PORT UNIDIRECTIONAL MODE • 

♦♦ ♦♦ 

.^l 9 



LLDP-MED:. 2.1 
pLIij^ IEEE gjQ iliLox j<..t^..t .2000 j i <o7i ni 
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: iilkJI JLiilSI -o 
Jali SIWTCHJI 9 Jul^aAi putij aiLWI J>Liu£l 

. (POWER OVER ETHERNET (POEJ^g^j 

jL^JI J i9 ml SjlqjlSLj dnkTn iljjjQQkn LLDPjigj 

cLSLbJI ^lc Jgirt^ II CU9J9I9 <,(lJJj ^Jl Lag c^^jLk 

«♦ 

^II^jcJI cLSLLJI jlAiLog 
cL^L^ oa^Iq cLL^iujQ TLVS LLftJaS * CDP LqIjj 
cLSLbJI cLlq^j cL^Lii (jjAlg cLjq I ha II cLSLbJL 
tjIagLolJL <_ojL&Jlg SWITCH J £jq_u±j Lqjq ccL^LLoJI 

♦ djQ.^ Vl nliQ II cLoLLJI cL±jCl£_> 

♦♦ ♦ 

: INVENTORYJI JjLiuSI -0 
SWITCH £LL JuhhU Qhn,,.j LLDP 9 CDP 
t SERIAL ,oBj 9 MODEL Jl ^Bj Jlo ajLouj ^ 
i±JQiL (j^ p-^" jjqI I.AA9 ilil j JJLC9 ^uaLjjJI ^^■■■'■j 

: TRUST^Lbj ajjjcu -0 
■ jl LLDP ^ ' ^ q" SjLoLual oja£ CDPjii^j 

ojjIgJI jQj^JI jgiJjzlj jogiLi *\' ^ ^xuLlJLj ^gligJI 
^lc Jjq^JI > on^j ojjlaJI oal .PC Jl ,\n i <o ^lc 

.SWITCH 




iliiiog Ao jg^l (j I ^jjojI 9 QjulIjI ao (jgij lAifcjg 



: NETWORK POLICY J>Liil£l - 

~ * * ♦ 

djJI ji>9J Lfij^f lUiIjaoJI jOjlI (jja oA^Jg ^jjL ojaEJI oa& 

^Ul VLAN JL JuL^JI (oilcjl SWITCHJ 

SWITCH^! aa JL*u2l JuIaU oual^l^jl 

** * ** 

. JLAj^l Ia±J |OJ c VLANjOOJ (jic Jq.z-na Hq 




iLK^ ^jqjJI J^u NETWORK POLICYJ>Lii2£l 
Jasj Jul THIRD-PARTYJuIqa 0±J ojjq^ 

g^jJJLuJ <_Oj|gA \<q j<..t^..i SWITCHgjQ 

. THIRD-PARTY SWITCHS^o Jasj ^LJI 
INTER- Jl ^ aK.Ilo t ^jlULJI lilS^Ji 
DEPLOYEMENT^Ji aj^iil WORKING 

£o Jasj ^IJI THIRD- PARTY JUI9A - 

•1< SWITCH 

(jjo VLAN Jl tHjLoglsLQ JjJlLllj <_ojlgAJI oal 1 
kiulgifcJI oAA (j I ^jl^J lAiLg i DHCP J^gjgj-j J Mi 
tjlgic ^lc Jg^^JIg t Jgl BOOTJjqx LljIc . i 

^ Jg^JIg i NATIVE VLAN^la ^ IP 
ojlrl ,cu i DHCPjojlii ^> VOICE VLAN 
• VOICE VLAN^Ia^L BOOTJI 

. VOICE VLAN Jl |oBj LaaioJ 

THIRD-PARTY : %o Jaju ^1 - Julo^ - 

SWITCHS 

g^LLLLLj «_oj|g^ jIacI (JjQ Aj ^ ccUL^JI OAiL ^o 

♦♦ 

. VOICE VLAN JL 
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PHI II III 

EGYPT 



J j a q * iliLjgjjAJI oAiL Jjjq jLIlljI t n^ii ao lAAg 



Auto Run 

JIIj jQ^Q^Ilg autorunJnf . nln JIIj 0^9^9/5 

auto play Jl dju^ll 9I L9A1 

a MqU..iN 1 icon 9I oj£*a Mix) gjL^lujj 
^Jl path Jl jjblu 4^ icon = path ^fl 2LiL^L 

OJ9^JI jLlLO 



t nn lAJjQ ^IQ-uJ (J-L&A <_qJjQ J 1 9 nil (J^Q 1 Lu^jl 

Ial jLuia 9^ path Jl LL* Lk^ilg open=path 

jjQ^Lj JjjjLaaj ^j9-Ojuq (jiiMiJI gjQ Lol ihnn 



shellexcute=path 

^ ^gl^j ^Ul £x>l>dl 9 I ^jbJ^I ^tjlphml 

^Q.l Vfnlfl II g^J (jl J J ^ fl 1 klLlJl lHjLqIqJI (JjQ AjASJI 

setup Jl lALq ^Jl autorun Jl JA^jjAj sMqU../>;i 

cLlS±II J II 9 nil lXlLq 9I 



jQj (JJ9AJUQ (jIiMidl jqIa^LajI jLIlljI gjQg (J^/l 

^gjjLoJI JjL^iiU Autorun Jl dju^ll ,01^1^1 

(jIiMidl j j ^ q 1 
nnLiJl ^juLl <-oLHjI ^jQ^7ni ^Jg^/I ogh^ II IjI 

:> 19 run ^Jl - .iiLAj 7 J9*^9 

gpeditmsc 




user configuration\administrative templates\ 
windows components\autoplay polices 



cLadg iHjljUJI Jnj J-jLug jqIaHLjI ojl£ gjo 
^Ul ^U 9 jjldJI f^l ojiZ p> L*jjLC 9 ^LliMidl 
rn iinl ( sJ Ul9 IajA^j JjLugJI oIl JMk (JjO jnYi il 

JJQ1 Ifl^S II O^Jl^l 




i i p l <Qwll "\ ^jJI J ft** jj ■ % ft i*^*! **' Q J 1 ft I I Q fcliL 

iliLijgjjLfiJI oJla a^L i «jUo^ ^j9ajuq (jIiMi) Jju^9j 
iHjLL^gjUlg l!jLl>9jjl£JI oAiL JIaj jjqj i iq^ II 

: Auto Run 9 Auto play JjI£jI :^ 9 I • 

♦♦ 

i9jaJI Log Uu^jAjLq Lag <j n nnlMI (JjljL^ Lq (j-^Jg 

♦♦ ♦ 

Auto play 

1 oLiil^l (Jjq J i9nn II joLL^j (jiaj ^Ul Sju^LaJI oaa 

Removable device Jib SujIaJI ^IjUJI ^ 

^jiLj ,09%] L^jjLCg ^Lilghm^l gl ^ Li Mid I Jlo 
j9^J| 9 j iliL^gj.M n II Jjjq I K mLq^jI LlLl^iIij ^CjqI_JJ_J 
LuLqJj <ulr)hui^l 9I (jijMiJI ^lo-j ^ognini 9I L^jjLCg 
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Ji* : dj^l anti-virus Jl £aI>j ^1 pbaliJ :LuLi • 
LuliHj jQ9Bj ^Ulg Eset smart security 5 9I Avira 

ililiJjQ (jig iliLugjjLidl jLIlljI jjo USB Jl An 10 cLLl^j 



J 9 L * 9 I 



jIaj ^Ulg : myusbonly Jio SlJ :liJti • 

9I liLolc (J9^1j lIIjLl^ ^Jl ^j9-ojuq (jiiMi <jl Jjua^j 
(jIiMi) I Jjqx olj^fl oAiL gjjaj tiJInfll^jo (jgAj 

illjl jgjjQ cLclL£ JL^jl ^/l |OllVl II i^lc (JJ9AJUQ 

camera 9I keyboard 9I mouse Jio diLd ^1 jg^j 



USBOnly USB Port Security 



The policy set for this computer prohibits the 
use of this unauthorized storage device. 



Kingston DT 101 II USB Device 

Click Allow or Dismiss to change the device 
permissions. 



Allow 



Dismiss 



Require Password: 



[v 7 " Remember my answer 



autorun 9 Auto play ^Lu^ll Jat LLl ^09 
l-jLlUL Auto play Jl Sju^L^ J^L^j xp 39^9 ^ 

: ,oj gpeditmsc joj run ^l 



user configuration administrative 
templates\system 



11*9 enabled jll^g Turn off autoplay jIHj jqj 

Drives Jl 



n off Autoplay Properties 




Setting Explain 



Turn off Autoplay 



O Not Configured 
©Enabled 
O Disabled 



Turn off Autoplay on: CD-ROM drives 



All drives 



CD-ROM drives 



Supported on: At least Microsoft Windows 2000 



Previous Setting 



Next Setting 



OK 



Cancel 



Apply 




EN 



www.myusbonly.com 
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jJI ^JLb ^>qLlu 



J< ' (jj3 jflU'J ,j . i I inn 



sami_desaing(giyahoo.com 



siiiiiii 



VIRTUAL FIREWALLS 
ON CISCO ASA 




! Jj^lg ASA jL^i ^jLc ^a^9 
Jajij j.^.mi VMWARE _ll £oLj>j £a I^LoIsj 
^ycuLg ASA Jja5Lj (jl (J^qq II (Jjq LL&9 i Lflnlc 

9& JASJI lAifcJ lirj.Xjnj ^ni^ ASA jL^Ji JAIj 



^ycii^g ASA (jjLi jIjji Ja5lj LqaIc cLjIaJI 

♦♦ ♦♦ ♦♦ 

jjflpij ^yQi^g JL&^ J.^ ^nin^ II ASA _ll JAIj 

SECURITY J£ 9 SECURITY CONTEXTS 

."■I. %JQ J.^tnin ^jl". jl >A< JjdJLj CONTEXTS 

<u a^LiJI INTERFACES _ll *M^\ 9 

,jic Jasj ^/ (_UI u^Loa 11 (jlasj lIJLLl (j£Jg t 

IPSEC AND SSL Jia ^^Jl ^jliJI jl^l 
VPN * DYNAMIC ROUTING PROTOCOLS c 

. MULTICAST 
UsLo) ASA _IL a^LJI ^^Lj^aJI J£ 
MULTIPLE SECURITY Iq^a. (5505 -II 
SECURITY CONTEXTS J£ 9 CONTEXTS 
,jic ^591^-1 lyuE^JI ASA _ll ,jic cLjLiijLi 
(FILENAME.CFG) <u ^liJI oGU^I JAa 

FLASH _ll ^ 03^J'9 

. aj ^liJI SECURITY CONTEXTS 

^LLa ^qZj BY DEFAULT ^jIaaJI ^> 
JJa 0UAJ9 LaSIj ^9*9* ADMIN CONTEXT 
_ll 1^9 ADMIN.CFG _IL 

CONTEXT j'jlfl CONTEXT 

^lc J^aj (j^^ni (jl (jl Li& ^§jAJI (j^9 JL<^?JI 
^ ^jL^M^JI J* d]^J 09^! CONTEXT _ll 
Jio) ^21 CONTEXT _ll ^ ^aJI ^L^M^ 

• ( jg^li^JI ^ ADMINISTRATOR _ll ^ 



joJLslII A<tXt j| dJLiic^l jqIsli La£ ^jIaJI ^ 

♦♦ 

cULjJaj LqI L^JM^Tnilg L^jlLc jq^j^JLj oj^iAjq 

PENETRATION TESTING _ll Ji2 ^ 
BLACK ^ju^IaJI ^UJI Ji£ 
^ ^£ ^liJI ^ilil L^l 9 t HAT HACKER 
^9 FIREWALL ^jLUI jl^JL ^a«iaJI jL^JI 
ASA (ADAPTIVE 9A JLyliJI jlj^JI ja^I 
d^jjii (jjQ ^.iLdl (SECURITY APPLIANCE 

(JjQ dLoAOQ (JJ-^I OJi^l L 5LlL LllLliLg 1 CISCO 

. fQQ^nfl II (jiini i Jjqjlj cLuqJLc iljL^jjli 




1^9 ASA _ll ^ ^pj Ha ^ 9 

Lilj ^^jjl&JI JjKi AJI ^> aaj£JI 9 ^lliiii 

UNTRUSTED NETWORK 
PACKET FILTERING * STATEFUL ^ 
FILTERING t NETWORK ADDRESS 
TRANSLATION t VPN SUPPORT t HIGH 
^Ijjuwg AVAILABILITY t AAA SUPPORT 
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: ^HJI >o2l (jflJLflaJI ASA _ll LJbi Sj^^aJI CONTEXT _ll ^Lo J>jsu ^9 



cisco as a [conf ig) # show context 

Context Name Class Interfaces 

Total active Security Contexts : 0 
cisco as a (conf ig) # 



URL 



. Ji£ (y* L^LiLi! aj CONTEXT J 2 <ul Ja*!>Li La£ 9 
: ^JLUI jjq^/I cLjII^j |09aj SjLAiLg CONTEXT ^LJalujL J09AJ (jl ^ajlE^JI ASA _JI <jjo ajj-j LqaIc 



I 



ciscoasa ( config) # mode m 
ciscoasa (config) # mode multiple 

WARNING: This command will change the behavior of the device 
WARNING: This command will initiate a Reboot 
Proceed with change mode? [confirm] 
Convert the system configuration? [confirm] 



RUNNING dLJLJI dU±£i\ Jj^Ij ASA_II ,09% *LLi^ll ^9 . RELOAD jL^aJI Jajjj^j y&\ 2ull£ ^9 
STARTUP CONFIGURATION £>l£2l ^bLid ^ ^59!^ JlLo o±aLo ^Jl CONFIGURATION 
iLu *i£ HoKj ^Ul ADMIN.CFG _ll JA* 9 SYSTEM CONFIGURATION pUaiJI ^U^cl dilb ^9 
dLoj^JI iiibLic^ 9A ^HJI JAa1\ 9 1 FLASH _ll 5^1 j ^ j^^aJI ADMIN CONTEXT _ll ^ ^Ulg 

. OLD RUNNING.CFG ,o-jLj 0^9 FLASH _ll 5^1 j ^ 
: ^HJI >o2l iblllj ,09^ oaj^ SECURITY CONTEXT ^^9 



ciscoasa (conf ig) # admin 

ci s co as a ( conf i g ) # a drain- cont ext ? 

configure mode commands /opt ions : 

WORD Name of administrative context 
ciscoasa (conf ig) # a drain- cont ext administrator 
Creating context 'administrator 1 ... Done. (1) 
ciscoasa (config) # 



-:aJHJI j^ni .-<-. ni AND G2 JlieJI Jjlxu ^ < >i5Lo CONTEXT _l JLLlslo jjI^ f Ua£29 



ciscoasa (config) # context adroinistrator 

ciscoasa ( conf ig-ctx) # all 

ciscoasa (conf ig-ctx) # allocate-in 

ciscoasa ( conf ig-ctx) # allocate- interface gl 

ciscoasa ( conf ig-ctx) # all 

ciscoasa [conf ig-ctx) # allocate-in 

ciscoasa (conf ig-ctx) # allocate- interface g2 

ciscoasa ( conf ig-ctx) # con 

ciscoasa [conf ig-ctx) # conf 

ci s c o a s a ( c onf i g- ctx } # conf i g-url 

ciscoasa [c onf i g- ctx } # conf i g-url f 1 a s 

ci s c o a s a ( conf i g- ctx } # conf i g-url f 1 ash : / a dio.n . cf g 

INFO : Conve r t ing f 1 ash : / admin . cf g to di s IcQ : / a firkin . cf g 



IfralbGl ANDG2J*idLj <u\ Ja^^jg ^HJI j^' CONTEXT _U jjIgAJI f Uad ^UU 9 

-: CONTEXT _ll IJljJ 



ciscoasa (conf ig) # show context 

Context Name Class Interfaces URL 

* adniini s t rat or de f aul t Gi gaJsi tE the rne 1 1 f di s kQ : / admin . cf g 

Gi gaJai t E t he me 1 2 

Total active Security Contexts: i 
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* * 



■jiu^ii l^ua, Jasj ^ J* jl >i2l ^ ^§£^UI J^l (y> jja^ CONTEXT f LiuL j^l pj*'-- 

_ll ^oiia I^9£j G3AND G4 -II <d >■ - 3 CUSTOMERA ^jL CONTEXT - 

: CONTEXT 



ci s c o as a ( conf i g ) # c on t ext cus t oiu.e r A 

Creating context 1 custcrr.erA 1 . . . Done. [2} 

ciscoasa (conf ig-ctx) # alloc 

ci s c o as a ( c onf i g- ctx ) # al 1 o cat e - in 

ci s co as a ( c onf i g- ctx } # al 1 o c at e - int e r face g3 

ciscoasa ( c onf i g- ctx ) # al 1 oc 

ciscoasa (conf ig-ctx} # allocate-in 

ciscoasa (conf ig-ctx} # allocate-interf ace g4 

ciscoasa (conf ig-ctx} # conf 

cisco as a ( conf i g- ctx } # conf i g-ur 1 

ciscoasa (conf ig-ctx} # conf ig-url flash 

ciscoasa ( c onf i g- ctx } # conf i g-url f 1 ash : / cus t ome r A . cf g 

INFO: Converting f lash: /customer A. cf g to diskO :/ customer A. cfg 



^ajLEaJI ASA _ll ^ Jlaj Lo^ir (jZJ c a ;3 iu,.n j ji^i ^ HiLJg CONTEXT 2 LiL^I a£ LL* ^1 
La* 9 I SYSTEM CONFIGURATION ^UaUl ^U^l ^ Jlal^ CONSOLE CABLE _ll ^§j>Ia ^ 
<d!^ ^ ^Ul 9 jLaaiJ ^LszJI £^9JI j^JI 1^9 SYSTEM EXECUTION SPACE JasuU ^9lKi 

show P duii^g ^9ji iaa ^1 jgi^i ^i£ 9 * >y security context J ^ j^i <..u?..,~. 

_ll ^IJ^I ^9 GLOBAL SYSTEM CONFIGURATION _ll ^IJ^I ^ J9SS - ^L^iaJI LLa RUN 



<u ^IJ.irl JlLo SECURITY CONTEXT JU jl ILL lila Lo* <jl& jiSI SECURITY CONTEXT 
^>l 9 2l ajII* ,oj 0*9 aLl** SECURITY CONTEXT ^bLicj 0' 6*9 

. <L19llaja.ll 



^ CONTEXT _ll OfjLo 9> CONTEXT _ll 9 SYSTEM EXECUTION SPACE _ll ^La jjiiUg 

-: cULUI jjqIq^/I . 1 

♦♦ S s ♦ ♦ ♦ ♦♦ 



SHOW y&\ JuliS .ul, Ja^MI u J9 ^liJI y&\ ullj CUSTOMERA ^yw/JI CONTEXT _ll ^1 J9*11J 
^ <>LaUI CONTEXT _ll IAaJ £kj 9 aJ 19/uii G3 AND G4 ^ ^9j <ul INTERFACE IP BRIEF 



ciscoasa! change to context customer A 








ciscoasa/cust outer A# show 








ciscoasa/custoir.erA# show inter 








ciscoasa/custoir.erA# show interface ip 


fcr 






ci s co as a/ cus t oir.e r Af show interface ip 


brief 






Interface IP-Address 


OK? 


Method Status 


Protocol 


Gi gabi tE the rne 1 3 unassigned 


YES 


unset down 


dowr. 


GigabitEthernet4 unassigned 


YES 


unset down 


down 


ci s c o as a/ cus t one r A# 









Ha j^^j L^| 9 ^jiui >o2l SYSTEM EXECUTION SPACE _ll ^9 ^1 ^1 5 >o 0J9J1IJ9 
_ll 9^9 ASA _ll ^ ^Lp.^aJI Ail* duii ^9JI IAa jl SHOW INTERFACE IP BRIEF _ll y>\ ajG* 

H .. 1£jL*j «d£ Qj^u ^Ul ADMIN 



Am© 
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Identify 



JuaLftlSai 0^9*9 SIPTRUNKING 

□ 





gjl ^o^o ul hi r 




SjlojIaJ) ljLqJKoJI £jla^ >Iul^ LoaIc m .<!... II A"IqaJI ^jLHJI (3JJ>C j^jj 

Public Switched ^LiLdl 9 i ±Va±a1\ ^bJI ^il^JI Ki^J) ^ 
a^ii ^jiiu JLac^I JjK j^i ^ljL^9 (Telephony Network (PSTN 
iluL^9 ^jqLsJI c&j/AJL ^JLcjiJI SjlqjIaJI I i ill J^jjJ trunks Ll^LLaij 9 1 
trunking»») 9A JajjJI jjo ^jatJI ^j^aIII 109JS 29-1^1 Ja^J^k I^K 

gjjjjj AjLc idQiL £1^9 Si nil mil JjJLoj^I qjJI^j (jl^nl ^Jl ^ jl A09 ( tO IP 
o^lgJI SniniQflll J^Ij Jj^L^j^I I (Jjuai^j ^Jl SiLIa^L jLcuLaj^I ^lc 




11 = 1 IZI l=U 
= II = M=JI = 
11- I 1 = 11 = 11 



Z M ~ 




m: 


11 4 




1 1 
.' : 


firn 

Z HZ 


rr» 


= 11 
1 1 = 


1 1 - M 

m™ 


=11 

11 r 


— 1 1 

HZ 


1 131.1 


:n 


"II 


HI 1 = 




II' 


11=11 


;m 


-II 


-||- 


i 1 _ 


1 1 _ 


(|-|k 


= n 


Z ft 


ZU~ 


1 r£ 


1 " 


1 1 = E F 


:n 

11:5 


'- 


I 1 Z.I 1 


IIF 






1 1 = 


Of 


ii— 1.1 








BRIs (Basic Rate JlJKI ^ 
PRIs (Primary Rate Interfaces) 9 (fnterfaces 

♦ LljLq^ services 

^jkn LljIjLoIjLajI ojLj9 SniniQQ II *iic 

:oaja+ PSTN gateway aiL*2 ^LJI 

jllluI^JLq cuJLclluIjJI /Moqj.^^ II JIqj 

(J9J 1 fill (Till ill^L^J^ Jfl?7nl J I^UjU^j dJLil^jcJI 

♦ pstn JarjhM JlzUzJI 

ale bandwidth 

jLjLlJI (JiLjg ^"g*^ II JLaj^U ih\ II ^piiu iq1*1=ijujj1 

♦♦ 

El ) lines) 30) J ^ LiJ ^.bJI j 9 j ajJU ^Ia^j 




Regular 
Phone Lines 



djQti^ 9^ SIP trunk ♦dJL*jl=JI ^^19 
(Internet Telephony Service Provider (ITSP 

dJLC^fiJI jOnllnflll (JJU JL^jl *LlLj£f Sip |Q. 1^7 nil ^Ul 

^LjjUI IliL ITSP 0^9 PBX -"A 3^11 a^LUI 

JjUU Lr LLJ multiple voice sessions J a iiu 

,"ll..l...Qrt II 

jjbkb. gjua^ (jilj i^Iq<"qj ■ gjo SIP trunking 
real-time i^! Jl^fl ^ jj^Laj^l 
(jj^iJl JujIjUI tdJj ^Iaj communications 

.SIP trunk u » j^j^" 0 -yj" 
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,IP-PBX with a SIP-enabled trunk interface 
Enterprise edge device that supports SIP 
Internet telephony or SIP trunking service 
provider ITSP 



CallManager 5x 





SIP Voice gateway 



gjli^j SIP JjljaS gjudfri J Mil t> I laAfl SIP TRUNKING (y> Jlh ^Ul Jualltfl ^l^iJI 

^JqLLqJ) ^ jilnLgJI gjo JLqjMJ SjlcLLqJI jLaq^Lj LfrluQgjg joJbdl ^bJI g±A^ ^Jl J*o2J SuIaaJI SKinilf 

♦♦ 

♦♦ ♦♦ ♦♦ ♦♦ 

♦♦ ♦ 
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VPN Clients 





Windows, Mac, 
^IgLo i Linux 

. Windows 

Jl djL^lll ^09 ,Ij-^9jq aj9jjjI olaI^jI jocj Ijjg 

OpenVPN "server jlq Ja*j OpenVPN Client 

♦ (jLol 9 cSxj_uJ 9 djQ^nl (JfLj 



f OpenVPN Client 



0PENVPN 



hi 



Access 



ui Settings 



r 

0 Server Address 


1 


_J 




F 




r 

Connect 


1 


L 


J 






r 

IU Connection Profiles 




1 





Authenticate Jl iLLar OpenVPN Jl jjusu 
pre-shared Lulu <ja ^L1£j o^t ^lc jLojKJI ^ 

secret key, certificates, username/password 

♦ ♦ * 

^xaj ^ i^lc Jjcllrj ^y^i j iniin II cLlLqx LqI 

♦♦ 

j.^nin/j j 11 >q"»" £gjj2D3 (^1^9 OpenSSL 

^ bLalcl j-"*""; ,09^1 OpenVPN jr LoLaj 
Sojl* ,oLc Jl^u oIj^I ,TLS Jl 9 SSL Jl J9*9J9>i 

J ^ iii 1 djuLajQ LljI l^iiL J_£ (jjQ jo^^/lg jn7nio LftLoxg 

,Virtual Machine JL iLolii ^Ijl^l ^gjg J*l£ 

tliLa^isLoJI (jja AjjjoJI ^lc Jijiilllg ola^l JjuajiUg 
https:// 0'9^l ^ iO^J ct^jJ' £%aJ' **Ij 

/openvpn.net 



^lc ^59^ J<nl1 .-LQjl&J ilil^^iUl ^ A-KlsJI lIILLl 

a^liJI ^LLJI 9 ^jlALdl cLjuLq^q J^^JI 

LLl^I cUjLj jjlc 9 o^asLq giSlgjo (Jjq iiUjg JjclsJL 
L^jqaqj ^111 qj 1 K II oajLoJI Jx ajoItI j i*K II 9 
£1£ ££l>u Lq ojL: <ul 21 .VPN Jl L^Jgilj 

cMijQ iliJjIj^l JJX jQAJuLu J9JJQ (JjQ l^9^ 9 dJjjjl 

L&jlLc I9 jlicl JJI 9 Llj^^sli ^Ul iliLLJI 9 ^Lq^joJI 
gojp (jaJI 9 <LEiJI .Otic 9 'l-'H ' "■<>■ ■ jjulsDI I.L&9 
.LfcJI ^gJgJI ^jghnll tliLjLJI AjlaaI flajjL <UAi 

^jLIaJI VPN client Jl jLii j' c^ 1 ^la^dl 

icLLal SjlISIJI ojjL Jjl^. ^« jqq.^.II IAaJ JjJI ^licua 9A 

JioVPN Servers Jl J!o jjaaJI ^JlLa jl ^Jl jLk. Ia^ 
Jl pi.iVf...i jJlo ■ ' taZi (Sonicwall and Fortinet) 
ajAAll .JJliA jU 9 .IajLo^iaj ^liJI VPN Client 

VPN Client p'^" ■ ^nml ^21 .IiLo^iaJI jA 
iliaaxl a£J lJJ jJ^jl^l cux Jijsj jl ^^"■■■j I a\.Xo .q 

IajI jiogl ^IJI 9 VPN clients Jl ^> flgjl ^piAii 

Jl JL^jL ij * °" ; LajLD iJaLaIaI jjlu 9 'l;^ 0 ** J39UJ 

.JjLiLI^I ,_±J_. Lqjj l^jl. . VPN Client - Server 

Jjcllbj I j^9 Ajjj La gjo (£il9ij ^/ Lqjj jii^/l y'-^°; 9 

j' ^' o^' VPN Servers Jl 

9 LI>JI j* jliUI iJJ VPN Client 

.^LnJI 



Client OpenVPN - 

^liu^l^Aj giaij Jjla£ 9^ OpenVPN Client 
9 ji^u ^jq,jjq 9^9 SSL VPN Cleint Jl 
^ ajgiSwJL • q^Ij ^OpenVPN server gjQ Jojl^ij 



OJJ jud^AJI utJJ q-^qqII 
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Shrew Soft VPN Client - 3 

J^9j 9 >j ^alaj >jjl«JI ,JI VPN JLajl 
elaJaj^ SjSgio ^9 cJLoj^I rtjdftr IP Sec Jl 

Windows 7, Vista, XR 2000 (32bit, Jj^iu 
oaauq «, Linux platform ^lr Jarj <ul La£ <. (64bit 

0^1 1*1 OpenSWAN 9 FreeSWAN L£ y.~~n 
Cisco, Juniper, ^> VPN Jl^ul Liili ^ 
Checkpoint, Fortinet, Netgear, Linksys, 

.Liijl uiui 9 Zywall 



VPN Site Configuration 



General 




Client 



Name Resolution 



Authenticate ! 4 I * 



Remote Host 
Host Name or IP Address 



Port 



500 



Auto Configuration 

Local Host 
Address Method 



ike config pull 



Use a virtual adapter and assigned address t. 



MTU 



Obtain Automatically 



13S0 



Address 
Netmask 



Save 



Cancel 



VPN Site Configuration 



General 



Client 

Firewall Options 
NAT Traversal 

NAT Traversal Port 

Keep-alive packet rate 

IKE Fragmentation 

Maximum packet size 




Name Resolution 



AuthenticaticP"! 



enable 



4500 



15 Sees 



enable 



540 Bytes 



Other Options 

[7] Enable Dead Peer Detection 
B] Enable ISAKMP Failure Notifications 
] Enable Client Login Banner 



Save 



Cancel 




Gadmin VPN Client - 2 

OpenVPN Jl^u^U iLLu^ JIoj SIj2I 
ojIj2 £i\$J dx9AajQ jja t y± JIaj Lo£ t server 

caa i OpenVPN server JaaJI Uju* 

^yLg 1^"" Linux ao Jjasil aja^UL "<««.^ olj^fl 
Ul^i La IAA9 ^IjLpJI ^> 1^ JJUUI9 jjuUI ,q^j 

,-0 <LsLMal9.ua 11 OJJ^JI 9 j ji/i.lVi'..ml I JJLC 

jjjjqJ >«■■"■ L7 mii , VPN Connections JjoLaUl 

J9^9J9>JI Ja^Iij IAa 9 VPN Jl ^ ^LiJI JLzaj^Li 



GADMIN-OpenVPN-Client 0.1.1 



si 

Activate 



X 

Deactivate 



Apply 



4£ 
Import 



0 

Help 



Information: Copyright (C) 



About Quit 
Status: Deactivated 



Connections client log Client configuration 



Connection name 



Delete 




Add 




Apply 



Connection name: 
Server address: 
Server por 
Server pro 
TAP d evict 



CADMIN-OpenVPN-Cllent 0.1,1 



^ K 4 

Activate Deactivate Apply 
information: copyright (C) 



Import Help 



About Quit 



Status: Deactivated 



Connections Client log Client configuration 



Connection name 



Delete 

Encryption type: Blowfish 
Use compression: Yes 
Share connection; No 
Using Firestarter: No 
Start at boot: 
Log level; 
Proxy server: 
Proxy port: 
CCAcert: 



Add 



Apply 



No 

0 



| Ccert: 



B Key: 



<?DH key: 
CTAkey: 
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„ VPK-X Client— Verson 2.4.1.3S 



OH, Status 



Peer 



^ — I — U 

>(*, Conriguratiff 



VPN Virti 



Login 



VPN Server Host 

VPN Server Port 

User Name 

Password 

Protocol 

Encryption 

Compression 



[birdssoFt.3322.org 



25000 



test 



UDP 



Auto 



Auto 



i Save Password 



! ,=. Is] £3 



Register new VPN Account 



Network Proxy Login 



Cancel 



Refresh 



iws/Samba Shared File 



VPN X Client -4 

^a^iiixj VPN X Client o' ^ s.jH^n ^uJI 
gLali ^Ul 9 ^all J£^j VPN X server _j JLaj^U 



.SSL/TLS Jl J9^9jg>i ^Jx .iaIsj VPN-X Jl 

(jx L^jljJLAjQg L&jIjLl2u oJgA^jQ ^yfcg <hnn 




+- - 



liri 



^ New Connection 



General Authentication Options Networking Proxv Advanced 



Connection: Name: My Connection 



Remote Server: Address: 



Port: 1 1 94 



Method: Protocol: udp 
Device: 



tun 



Connect when Viscosity opens 



Cancel 



Save 



Viscosity VPN Client - 5 

jo^Sj 9windowsi Mac loJajl ^ic SIj^I oIa Jajlj 
OpenVPN ^Jl si^-.h iuLi: ^ Jl^ul ^i^LL. 

^ dlaKjg c^Jibuo ^piJ cul ^Jl jLlu c server 

♦» ♦» 

9 gjQ Ja5l5 9 <, X's advanced DNS system 
La£ <, AppleScript Batch/Vbs scripts 
multiple connections, proxy , J JaKJI ,a£jJI 
(integration IPv6,Smartcar/token (PKCS#11 

-y^9 



(y> ZsuJ 9 ililjLii .M.Uo~. 9 JUJlifl VPN servers £o Ja*j ^Ul AiLil ^l 9 J ^piAl 



n VPN client <j£ ^ |ji 9 au..... j^ji^g t.xo-riij ai^.-n 

■«i~<..m ■ ... ^Jluj t| : lr Lq -4».J I* J' 1 ;" -' 
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^VLAN Jl fl^l 




Identification 






admin@networkset.net 



Kui !!! 



J 9^ cUg^ljcdl jlgj A^l (Jjq i 1 1 h (j^LDI i^lc ojli ALq ling 
liiig LljojuaiHj joIj lXljl^9 VI an Jl Jg^ (j^L^ JLSjq ^j-ogj 




Vlan, Native Vlan 



Data Vlan 

j9jaJ ^Lj'^I jaaJI Data Vlan Jl >iIsj 
,User Vlan dlJ LmL: <aiKj .dJU 

"■'<;■•?■" VLAN Jl oAa 09^ l« ojl£ 

cL^l^jQ (jg^J dJLfiljl^flg Oj l K II illiKlnlll ^jfi 

** ******* 

An^jg iliiLoJI JjLU Jnll 9I .hnn iliLogkal I 
^> jl^j 2 : <AH ^ ^glj 0 j JjLq ^9 ^^1 

.Data Vlan 



(JjQ iIuj5Hntl ,JjoI JI^llJI ^lc £jJa LqAjX 

^LLa VLAN J] jl 1^ Dli J 1 ^ 11 

ilj^gfi Pg^gjoJI (jx jl^l ili^jJI iljj^o ,^1^1 

L^Q^iLAJ £lgj^/l (j-lljlJ ^yfc Llj Jginno II (j\ 

♦♦ 

LiLfiljlll £gJi ^lc Jjcllrj djaLaij oj^iJI jjoLsJI 
jjJLjLq gAg VLAN Jl JM^ (Jjo jaj ^jJI 

£lgjL die 

Og^J Lo^ir £'9^1 joLc Jliu 

^ Lu* Lai ,L2ilQ ^ljI jlI*J cLljLj ^Lblil 4;aJ 

** ♦ 

J_£ Jjxg L^ojujiSIj jog£j gl oJ^lg VLAN 

Data Vlan, , fl^jl u*±a± ^y&g ,Li^ ^ ^jbi 
Management Vlan, Voice Vlan, Default 
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dJju^Lojg (JjgJa ^qi^qq II (jl I.^q.^^q cLjg^^/lg 

JjQ^/I <jL£ 9J9 £19^1 iliijT a£ (J 9^1 LLfc ^Jl 

jq^KJI (Jjq j it < 1 1 (j^^j^ JjziJL g^g lji^7\o 
* ** ^ ~ # » * 

LqI (J9^j l^jLqjlIl^IJI |y ihg ,^jA^/I £gUI ^LlLjL 

,2i<nill diajJa^j Lq$9 jLqJI .Hinl^Ul £gj ^lc 

**♦♦ ** «» * * ♦ * 

^jLflgUL cL^JLa 09XJ (JjQ LjQnm^f (J I ^JjOjI 

joLq^9 jOJ^JI dL^gJ LLLox all I J 1 o7 1 ^Lg jininllg 



Management VLAN 

^liJI^AAJI Management VlanJl^ii5Li 

(jjQ 3 <■.?«!! ojljl u^>^ ' f-jijli (jja J^l 
Jla 2ua*aajaJI ^^/^^jgjjJI a^I J Mi, 

jl^j'^I iULaig HTTR Telnet, SSH 

(jjQ 3<i.*ill JlldIjjO J_^l (jjQ 9) (j *■"''■' II 

.SNMPJI J9^9J9>i J^l 

Voice VLAN 

^LLII jaaJI Voice Vlan Jl yZsu 

O-jgiJI ^ DUI Jj£ ojli ,VOIP GLpI 
^LoJUaJI (ji l^a. AAAfl ajLiA >iisj 
iLuLsdl UIaJK jUalj^l iv.<^.v aiiuL^JI 
o^klLIlq cuJjqx gl An^UI duLfti^ 

cLlIaT >«..i"q .tlljjlj^l ,jic ."ilrtvQ.l i n II 

^Jxl .I1L9J9I tUiilg ^Jx 
.QoS Jl CtH^^yi aJ 



Default Vlan 

I9 iodJI ^ Vlan Jl oIa 09^^° ° J Lc 

Jl ^"ojb 09*J Vlan ^l ^jj ^yoilj^ 
<y> Vlan Jl ola pt^-.-.^npfaiift vlan 

Jl J9^9^9^j Jio 4li^9^9J9^j Sac Ji£ 

,STR CDR VTR Pagp, UDLD, BPDU 
SjW 9 I Iaaaa oZajV VLAN Jl ola 

Lj|j£ Lo£ "'^O^Q'JJ.' J 9^9 (J9^ L^IlQjjJJ 

.LiLjJx jjcllbj l"'--'^ 



Native Vlan 

jl u...«-. ^ Native Vlan Jl >llsj 

Jl J9^9jg>u JL^lii ^9 Default Vlan 

♦♦ 

j 9^9 (J9^ij lILlqIjjJI JjxLLj L^jLfig 802. 1 Q 
P9^9aJI IAiL AjjjdJg cuLc Tags (jl 

«* ** * « ****** * 4 * 

cllluJ^/l |OnlO ^i) ^L^ljL ^QinQQ II l^liL (JX 



OJJ j^AJI ujrJJ o-^goll 
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W^^^ ^|^|| Senior System 





♦♦ ♦ 



VMware 

La^LiJuuHjg VMware d^^ii 

jjli^ jnffl ili^ Sju^LqJI 2LLJ-SJI J Mil (j^J 

VMware jaj^o J Ml S^j^JI ^i-^aii ^ ^ 

S^IaJI ^jL^I ^ ^Ldl ^ .in^l ^Ul VMworld 2012 




Cloud Computing Jl ^ ji^^Viflll o2j Ja&j I^jqLS p*^' ^ iijIjL^UI ^Ijn^ll ^ilsus 



Certification tracks 



a 

UJ 



u Q 

5 S 




Cloud 



Engineers 


Architect 


Governance 


Administrator 




& Operations 




VCDX 
Cloud 





VCAP -Cloud VCAP -Cloud VCAP- Cloud 
Infrastructure Infrastructure Governance 
Administration Design 



Datacenter 
VfrtuaJizatEon 



End User 
Computing 



Engineer & 


Architect 


Administrator 











vcox- 




Datacenter 




Visualization 




VCDX- 
Desktop 





VCAP- VCAP- 
Datacenter Datacenter 
Administration Design 





Cloud Application 
Platform 



Engineer & 


Architect 


1 Developer 


Administrator 




1 



VCAP - VCAP- 
Desktop Desktop 
Administration DesFgn 




Enterprise 

Integration Specialist 



S 

in 
in 

0 




VCP - Cloud 




VCP5 - Datacenter 
Virtualizatlon 




VCP - Desktop 





Spring 
Professional 



Web 

Application 
Dev9loper 



What's next? 

Learn more and get started 

v rnwa re xo m/ ce r t i f i cat i o n 



Available today 



New releases 



Corning soon 



t d Inllnll tlilfl ntinl gJjl ^Jl LLjOJUllHj jOJ fclBi LlliljLLjU I il l.l^ II pjUAlSlJI ^JJ La£ 
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: Cloud Application Platform - 4 
(j^Lk 9^9 VMware Sjlftni ^ aja^ p 

Cloud Jl iijIliLuJalJ QjjjQ Unll 3 (Jl? Q9^jjall 

^ sl^qILq ojl<T>ni J9I ^9 Computing 

♦» ♦♦ 

VMware Jl £aI>j J!>l£i ^> Lauk ^liuJajg Cloud 

liUiijliuQ vFabric 



♦♦ ♦ 



L^Jqi^TII ^ Iaja^j9 L&jjJ ^IjL^UI ^ jl, 

Cloud Computing Jl ^9 oaja^JI 

♦♦ 

(jj-kl kIjL£j-iIj (JJQ9 bfrio jPVnag ^d^Lq ^jIj (jL^ I Aft 9 

Jl nil OjliLjIj jIAl^L lHjjqLq ^Ul i"l flQ m igj-^-jljQ JjjQ 

MCSE Private Cloud 



: Cloud - 1 

9A9 jjoj^aJI cllc (jMx^fl |OJ p 9A9 

Could Jl Iq »<" ihmn^Tfll I L^ju^a 

Lsic^Lj Computing 

Professional - ^Lgl^ ^Jl ^9 

♦♦ 

^ ^^U) ( Advanced Professional - Expert 

♦» 

AJA2JI JLucdl lAiL (JJlLqLsJI iliLjQVnlO Jl 

( VCP-Cloud ) ojIaAJI ,0-il 



jlo <d >LI^I Li£ -.I ti^^.ii ^jjQ iu-. II p.. .nil I jji 

^ O^IaJ' d±J ^ U9^i lt^ 1 5 >"> 
Jl (JjJjqL&JI (JJU9 cLqLc Siu^j SjJ-l^UI Ll^9Jq*K7II 

Cloud Computing 



♦ ♦♦ 



:a^>*ii Jia ^jI£ju1xj ^1 £lu ^9 ^Libilolg 

Cloud School 




: Data Center Virtualization -2 

jOuJ^fl ^ji) J 1 191 II |OJ (J^9 % j % ? jOj-llSJI IaA J 1*19 1 ^/ 

tj nm^Vifll I ililjL^jli 1 .oninll lAftg <hnn 

♦» 

LljUILq ^lc VMware Virtualization i^qIqX- 

vSphere and vCenter Jl Jio 
VMware 2L£jj1i ^ jJ qjL^Ii j^ai 0.L&9 

j 11 971 .qJ ( s y^9 iHjLiQVnio ifjMj ^Jl ^««^ SjLljIi ^y^9 

♦♦ 

^uqLqJI (jx L^jLqVmio ^0 

♦♦ 

(VCP-DV)ojL rtSnl II jQjjjI 



: End User -Computing -3 

jg^Qfl (jij joJ (j^Ulg Expert L^jla ^jlqjI^jqJI 

^uaLoJI 

** 

VMware View £ol>i ^> VDI Jl Ll^J^ 

and VMware ThinApp 

( VCP - Desktop ) ojLhAJI ,o-jI 
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